JURNAL TEKNOLOGI DAN OPEN SOURCE

Vol. 8, No. 2, December 2025, pp. 776~787

e-ISSN: 2622-1659, accredited Four Grade by Kemenristekdikti, Decree No: 152/E/KPT/2023
DOI: https://doi.org/10.36378/jtos.v8i2.5028

Implementation of Equivalence Partitioning and Boundary
Value Analysis in Black Box Testing: A Case Study on the
Admin Website of PAUD KB Al Husna

Adelia Tiara Putri', Aisya Arline Husnaya?, Dzaky Fachri Hadafi’, Hasan Ismail Abdulmalik?,

Muhammad Nasir®, Sofiyanti Indriasari®

1234563 o ftware Engineering Technology, College of Vocational Studies, IPB University, Bogor, Indonesia

Article Info

ABSTRACT

Article history:

Received 10 30, 2025
Revised 11 20, 2025
Accepted 12 02, 2025

Keywords:

Black Box Testing
Boundary Value Analysis
Equivalence Partitioning
Software Testing

System Validation

In order to guarantee system functioning and quality, software testing is an
essential stage in the Software Development Life Cycle (SDLC). This study
implements black box testing using Equivalency Partitioning (EP) and
Boundary Value Analysis (BVA) on the Admin Website PAUD KB Al Husna
to identify functional defects, focusing on input validation and error
handling. In this study, 82 test scenarios were created for five functional
modules (Class Management, Teacher Management, FAQ, Schedule,
Gallery) and three non-functional factors (Security, Compatibility, and
Responsiveness). Test execution was conducted manually based on BVA
test cases (Min-1, Min, Max, Max+1) and EP cases (valid and invalid
classes). Results showed a 32.9% failure rate (27 of 82 scenarios). Critical

findings include: (1) Systemic failure in upper-boundary validation (BVA

Max+1) with 256-character inputs; (2) EP-Invalid validation failures
revealing Cross-Site Scripting (XSS) vulnerabilities from HTML input; and

(3) Absence of brute-force protection on login pages. The study concludes
that BVA and EP techniques effectively identify critical data validation and
security defects, providing essential improvement recommendations for
developers.
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1. Introduction

Web-based information systems have gained significant popularity in the digital era, including
within early childhood education institutions such as PAUD KB Al Husna. Testing is a crucial stage in the
Software Development Life Cycle (SDLC) to guarantee software quality [1], [2]. Among various
methodologies, black box testing is an approach focused on evaluating functionality without examining
internal code structure [3], [4]. Boundary Value Analysis (BVA) and Equivalency Partitioning (EP) are
common methods used in black box testing. EP divides the input domain into valid and invalid equivalence
classes, enabling the selection of representative test cases from each category [5], [6]. BVA examines values
at minimum boundaries, maximum boundaries, and beyond input domain limits [7], [8]. The combination of
EP and BVA is expected to comprehensively capture input anomalies and invalid data classes.

Previous studies have demonstrated the effectiveness of these techniques in diverse contexts. For
instance, Santi et al. applied EP and BVA to test the Academic Information System (SIA) at University of
Mataram and identified 80 defects from 322 scenarios [9]. Similarly, Sholeh et al. implemented the same
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techniques on the wkmbantul.com e-commerce platform, concluding that the system effectively enforced
input boundary constraints [10]. Kartono et al. conducted BVA testing on the Osha Snack e-commerce site
and reported a 96% success rate in handling valid input cases [11]. Conversely, Hardika et al. performed EP-
based testing on a fisheries website (Garuda Farm) and recorded a validity rate of only 56.25%, indicating
issues in date and image upload validation [12]. Another study by Amrulloh et al. on fernaku.id revealed that,
among 11 tested functions, three failed and eight succeeded [13]. Collectively, these studies affirm that the
combined application of EP and BVA can effectively detect diverse functional and validation-related issues
across various system types.

However, most prior research has focused on large-scale or enterprise-level information systems
such as academic portals or e-commerce applications [14]. In contrast, validation and security testing for
small-scale web-based content management systems (CMS), particularly those used in educational
institutions, remain underexplored [15], [16]. These smaller systems often rely heavily on client-side
validation and lack adequate server-side mechanisms, leading to potential vulnerabilities such as input
overflow, malformed data entries, and security threats like Cross-Site Scripting (XSS) and brute-force
attacks [17], [18]. Given that such systems manage sensitive student and staff information, validation failures
can severely compromise data integrity and institutional credibility [19].

This study aims to apply black box testing techniques, specifically EP and BVA, to evaluate the
functional reliability and input validation robustness of the Admin Website PAUD KB Al Husna. Unlike
prior works that emphasize performance or scalability testing, this study emphasizes input validation,
security robustness, and defect discovery within small-scale administrative systems. The primary
contributions of this research include: (1) identifying critical defects in input handling, (2) analyzing root
causes such as insufficient server-side validation, and (3) uncovering real-world vulnerabilities related to
XSS and brute-force risks. These findings are expected to deliver practical recommendations to improve data
validation practices and strengthen system security for similar web-based educational systems.

2. Research Method

2.1 Research Object

The research object in this study is the web-based application “Admin PAUD KB Al Husna.” This
platform functions as an internal Content Management System (CMS) that enables school administrators to
manage various types of content and operational data presented on the institution’s main website. The testing
process focused on five primary functional modules that support daily administrative workflows: Class
Management (“Add Class”), Teacher Management (“Add Teacher Data”), FAQ Management, Schedule
Management (“Add Schedule”), and Gallery Management (“Add Gallery”). These modules were examined
to ensure that each feature operated correctly, handled input efficiently, and produced outputs as expected. In
addition to functional testing, three essential non-functional aspects were also evaluated: system security
through login authentication, browser compatibility to ensure stable performance across multiple platforms,
and responsive design to verify that the interface adapts smoothly to different screen sizes. Collectively, these
tests provide a comprehensive assessment of the system’s reliability and usability.

Buat Kelas Baru

Nama Kelas

Kelas

Pilin Tingkat Kelas

Wali Kelas

Pilin Wali Kelas

Figure 1. Class Management Menu

The Class Management menu is used to create and organize class data for the school. Administrators
can add a new class through the Create New Class modal, which requires entering the class name, selecting
the class level, and choosing the homeroom teacher responsible for the class. Existing classes can be edited
when changes occur, such as updating the class name or assigning a new homeroom teacher. This feature
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ensures that the structure of each class is well-documented, supporting smoother management of students.
teaching assignments, and academic activities.

Figure 2. Teacher Management Menu

The Teacher Management menu serves as the central hub for managing all teacher-related data
within the school system. The administrator can add new teachers by entering essential information such as
profile photo, username, full name, email address, job position, home address, and educational background.
The Add Teacher button opens a structured form modal that simplifies data entry. Administrators can also
edit existing teacher information to ensure data accuracy or delete teacher records that are no longer active. A
search bar is provided to help quickly locate specific teachers, making the process of managing staff data
more efficient, organized, and user-friendly.

Tambah FAQ

Judul FAQ

Masukkan judul FAQ

Isi FAQ

Figure 3. FAQ Management Menu

The FAQ Management menu enables the administrator to manage frequently asked questions that
are displayed on the school’s website. Using the Add FAQ modal, the admin can create a new FAQ entry by
providing a clear question title and a detailed answer. This feature is especially useful for addressing
common inquiries regarding admissions, school policies, or general information, reducing the need for direct
communication. Administrators can also update outdated FAQs or remove those that are no longer relevant.

Tambah Jadwal

Hari Nama Kelas

il hari v Pilih kelas
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Figure 4. Schedule Management Menu
The Schedule Management menu enables administrators to set and organize teaching schedules for
each class and teacher. Using the Add Schedule modal, the admin can select the day, class name, and the
teacher assigned for that particular session. All created schedules are displayed in a structured table for easy
monitoring. Administrators can edit or delete schedules when adjustments are needed, ensuring the timetable
remains accurate and conflict-free. This feature helps maintain a smooth teaching process by clearly
managing which teacher handles which class on each day.

Tambah Gambar

PN

ChooseFile  No file chosen

Tambahkan Gambar

Figure 5. Gallery Management Menu

The Gallery Management menu allows the administrator to manage photo documentation of school
activities. Through the Add Image modal, the admin can upload new pictures directly into the system. Each
image displayed in the gallery can also be updated or removed when necessary. This feature is essential for
showcasing school events, student achievements, learning activities, and other important moments to parents
and the public. By keeping the gallery well-maintained and up-to-date, the school can present a visually
appealing and informative online presence.

2.2 Test Case Design

This study employed a combination of two primary black box testing techniques: Equivalence
Partitioning (EP) and Boundary Value Analysis (BVA). This combined approach was selected to provide
broader and more efficient test coverage, particularly for form-based systems like the Admin Website PAUD
KB Al Husna. The primary objective was to develop test cases that fully represent all input domains,
encompassing both valid and invalid equivalence classes, and to rigorously evaluate system behavior at
boundary thresholds, including minimum and maximum values [20]. Based on the functional requirements
specifications for each module, all test designs were completed before execution.

2.2.1 Equivalence Partitioning (EP)

The Equivalency Partitioning (EP) technique divides input domains into equivalence classes that
include categories that are both valid and invalid. Data that the system should accept is contained in valid
classes, but data that should be rejected is included in invalid classes [21], [22]. Because each class is
represented by one or more representative values, this approach reduces the number of test cases without
sacrificing efficacy.

EP was applied to a number of text fields and select inputs in the Admin Website PAUD KB Al
Husna modules, including Class, Teacher, FAQ, Schedule, and Gallery. Verifying that the system only takes
correctly formatted inputs while rejecting all incorrect data types, such as symbols, foreign characters
(Unicode), duplicates, or attempts at script injection, was the main goal. The designed equivalency classes for
important input fields are summarized in the following table

Table 1. Equivalence Partitioning (EP) Class Design for Several Input Fields

Field Valid Class Invalid Class Description
Class Name Alphabetic text (e.g., “Bahagia”) Symbols (“@#$”), numbers (“123”), Tests input sanitization and
Unicode characters (“L1”), duplicate format validation
names, and HTML tags
Homeroom Selected from the list of teachers Not selected Tests mandatory input
Teacher validation for select fields
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Teacher Name Alphabetic text Numbers, symbols, Unicode characters, Tests format validation and
duplicate names duplication handling

Teacher Email Valid email format (e.g., Missing “@”, excessive symbols, HTML  Tests email format and input
“name@gmail.com”) tags, or plain text sanitization

Address Free text <255 characters Empty, whitespace only, random symbols, Tests consistency of address
or Unicode characters data format

Day (Schedule)  Selected from list (Monday—Saturday) Not selected Tests mandatory input
validation
Image File JPG/PNG format Non-image files (PDF/TXT) Tests file type validation

This equivalence class design served as the foundation for developing initial test cases. This
approach ensures that each test scenario demonstrates specific system behavior without redundancy.

2.2.2 Boundary Value Analysis (BVA)

The Boundary Value Analysis (BVA) technique was implemented to evaluate system behavior at
input domain boundaries [23]. The core premise is that system defects are more likely to occur at minimum
or maximum boundaries rather than within the central input domain [24]. Each BVA test case was designed
to examine four critical boundary variations: Min—1 (one unit below minimum, expected rejection), Min
(exact minimum, expected acceptance), Max (exact maximum, expected acceptance), and Max+1 (one unit
above maximum, expected rejection) [25]. This methodology enables focused testing on error-prone
boundary regions [26].

For the Admin Website PAUD KB Al Husna testing, BVA was primarily applied to text fields with
character limitations, including Class Name, Teacher Name, Address, FAQ Title, and FAQ Answer. The
maximum character limit followed system design specifications at 255 characters, while the minimum

boundary was typically 1 character. The following table presents the boundary testing scheme designed for
each field:

Table 2. Boundary Value Analysis (BVA) Design for Input Fields

Field Minimum Boundary Maximum Boundary BVA Test Values Purpose

Class Name 1 character 255 characters Min—1: “”, Min: “a”, Max: To test input length validation
255x“a”, Max+1: 256x“a”

Teacher Name 1 character 255 characters Same as Class Name To ensure input length consistency
across forms

Teacher Email 1 character (valid 255 characters Min—1: empty, Max+1: 256 To test boundary limits for email
format) characters length
Address 1 character 255 characters Min—1: “”, Max+1: 256x“a” To validate the maximum text
boundary
FAQ Title 1 character 255 characters Min—1: empty, Max+1: 256 To evaluate error handling for
characters input length
FAQ Answer 1 character 255 characters Min—1: empty, Max+1: 256 To test validation consistency
characters within the FAQ section

This testing design validates system resilience under extreme input conditions, including both empty
inputs and data exceeding specified limits. The subsequent Result and Discussion section details empirical
findings, examining the system's effectiveness in blocking boundary-violating inputs and evaluating the
precision of corresponding error notifications.

2.3 Testing Procedure and Execution

The testing of the “Admin PAUD KB Al Husna” web application was carried out through manual
testing conducted by the Testerius team from the Software Engineering Technology study program at IPB
University. The evaluation process adhered to structured testing standards to ensure that every component of
the system met functional and non-functional requirements. The testing workflow was divided into three
primary stages: general testing procedures (Figure 6), functional testing procedures (Figure 7), and non-
functional testing procedures (Figure 8). Each stage contained detailed steps designed to validate system
behavior, verify data processing accuracy, and ensure that user interactions operated as intended.
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To guarantee that the application performed reliably across diverse environments, compatibility
testing was conducted on multiple operating systems, specifically Windows and Linux. This cross-platform
approach ensured that the system remained stable regardless of the user’s device configuration. Furthermore,
testing was performed using several widely used web browsers, including Google Chrome, Mozilla Firefox,
and Microsoft Edge, allowing evaluators to identify potential inconsistencies in rendering, responsiveness, or
feature behavior. By combining systematic procedures, cross-platform assessment, and multi-browser testing,
the evaluation provided a comprehensive overview of the application’s quality, ensuring that the system is
dependable, user-friendly, and ready for operational deployment.

General Testing Procedure
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Figure 6. General testing procedures

Identification of testing objectives is the first step in this process, which is then followed by the
choice of suitable testing techniques (such as EP or BVA for functional testing). Before the system is
executed, test scenarios and data must be defined. After implementation, testers watch and record real
outputs, which are then contrasted with anticipated outcomes. A pass/fail status is established based on this
comparative study. When tests fail, defects are found and must be formally reported and fixed before the test
is deemed complete.
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Figure 7. Functional testing procedure

This procedure specifically focuses on data input validation. It begins with selecting an input field
(e.g., Class Name, Teacher Name), followed by defining Equivalence Partitions (EP) and Boundary Values
(BVA). The application of EP and BVA frameworks enables systematic test case design, encompassing Valid
values, Invalid inputs (such as symbols or duplicates), Minimum (Min) values, values just below minimum
(Min-1), Maximum (Max) values, and values just above maximum (Max+1). This process is performed
repeatedly as testers input test values into the system, review the system’s actual response, and compare it
with the predetermined expected results. A matching result yields a Pass status; otherwise, a Fail status is
recorded. Before moving on to the next input or functional feature, this cycle is repeated until all test cases
have been finished.

Non-Functional Testing Procedure
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Figure 8. Non-functional testing procedure

This procedure is designed to assess the system's quality beyond its functional aspects. The process
commences with the selection of non-functional attributes to be evaluated (such as login security,
compatibility, or performance) and the definition of pertinent test scenarios. The tester subsequently executes
these scenarios (e.g., attempting access without authentication or opening the application in different
browsers). The observed actual outcomes are then compared against the expected results. A Pass status is
assigned when the outcomes align (e.g., the dashboard loads in < 3 seconds or the display remains consistent
across all browsers), whereas a Fail status is recorded in cases of discrepancy (e.g., the account remains
unlocked after five consecutive incorrect password attempts or the layout fails to be responsive). This
iterative process continues until all designated nonfunctional aspects have been thoroughly examined.

3. Results and Discussion

3.1 Summary of Overall Testing Results

Testing was conducted on 82 test scenarios covering both functional modules (Class Management,
Teacher Data, FAQ, Schedule, and Gallery) and non-functional modules (Login Security, Compatibility, and
Performance). The testing results for each module are presented in the following table:

Table 3. Summary of Testing Results per Module

Test Module Number of Scenarios Pass Status Fail Status Success Rate
Class Management 15 9 6 60%
Teacher Data 22 14 8 63.6%
FAQ 15 6 60%
Schedule 6 1 83.3%
Gallery 3 3 0 100%
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Login Security 2 1 1 50%
Compatibility and Responsiveness 5 4 1 80%
Total 82 45 27 67.1%

A total of 27 defects were detected out of 82 test scenarios executed, yielding a failure rate of
32.9%, calculated using the following formula (Figure 9):

Figure 9. Failure Rate Formula

Overall, the system demonstrated satisfactory performance in its core components, particularly in
data management and basic input validation. However, several significant issues were identified, notably
concerning maximum boundary validation and the security of the system. The observed failure rate indicates
that approximately one-third of the tested functional and non-functional requirements did not meet optimal
input validation standards or failed to operate as expected. Findings related to weaknesses in data input
validation mechanisms (BVA/EP-Invalid) and system security elements were the primary contributors to the
elevated failure rate.

3.2 Discussion of Functional Testing Results

Functional testing using the Equivalence Partitioning (EP) and Boundary Value Analysis (BVA)
approaches successfully identified several critical weaknesses in the system’s data input validation
mechanisms across various core modules.

3.2.1 Equivalence Partitioning (EP) Analysis
The system worked successfully while processing legitimate input, according to testing using the EP
technique; nevertheless, when handling incorrect data, it showed significant failures, as seen in the following
table:
Table 4. Summary of Equivalence Partitioning (EP) Testing Results

Field Valid Class Invalid Class Status Findings
Class Name Alphabetic (Valid) Symbols, HTML, Unicode Partially Failed The system accepts HTML tags <h1>
without filtering
Teacher Name Alphabetic (Valid) Symbols, Unicode, Partially Failed Duplicate entries are not rejected
Duplication
Teacher Email Valid email format Missing “@”, excessive Mostly Passed Email format validation is effective, but
symbols, HTML injection checking remains suboptimal
FAQ (Title & Alphabetic HTML, Unicode, Symbols Partially Failed Script injection is not yet sanitized
Answer)
Schedule & Validation of selection Empty input / incorrect Passed All validations function as expected
Gallery and file format format

Several critical weaknesses were identified, including the system’s inability to detect and block
HTML tags such as <hl> and <p> within the Class Name and FAQ fields, thereby exposing potential
vulnerabilities to Cross-Site Scripting (XSS) attacks. In addition, validation against special symbols (e.g., @,
#, $) and Unicode characters in the Teacher Name and Address fields proved to be weak due to the absence
of adequate error-handling mechanisms. Overall, the lack of comprehensive input sanitization renders the
system susceptible to accepting various forms of malicious data that should have been rejected at an early
stage, consequently increasing the potential risk of XSS exploits.

3.2.2 Boundary Value Analysis (BVA) Analysis

Testing using the BVA technique revealed inconsistent system behavior when handling boundary
character values. The system effectively managed lower-bound conditions, successfully rejecting inputs
below the minimum limit (Min—1) with appropriate warning messages, and correctly accepting inputs that
matched the minimum boundary (Min). Conversely, significant weaknesses were observed at the upper
boundary, particularly when the input exceeded the maximum limit (Max+1), as presented in the following
table.
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Table 5. Summary of Boundary Value Analysis (BVA) Testing Results

Field Minimum Boundary =~ Maximum Boundary Critical Test Case Result Findings
Class Name 1 character 255 characters 256 characters (Max+1) Fail No error message
displayed
Teacher Name 1 character 255 characters 256 characters (Max+1) Fail Error handling did not
appear
Teacher Email 1 character 255 characters 256 characters (Max+1) Fail No length restriction
applied
Address 1 character 255 characters 256 characters (Max+1) Fail Input not rejected
FAQ (Title & 1 character 255 characters 256 characters (Max+1) Fail No upper-bound
Answer) warning shown

In the Class Name, Teacher Name, Address, and FAQ modules, the system failed to provide clear
error notifications or reject the excessive input. Although the surplus data might be automatically truncated,
the absence of proactive user feedback represents a critical quality defect and indicates weak server-side
validation. The root cause appears to stem from the lack of explicit input length restrictions implemented in
the backend layer, a vulnerability that could lead to potential security risks such as buffer overflow and data
storage inefficiency.

3.3 Discussion of Non-Functional Testing Results

Non-functional testing targeted three key elements: login security, cross-browser compatibility, and
responsive design. The results revealed two critical defects in security and compatibility aspects, while
performance met the basic standards but was not comprehensively evaluated.

3.3.1 Security Analysis

The security testing involved simulating unauthorized access to the admin page and performing five
consecutive failed login attempts. The system successfully blocked access without authentication (Pass);
however, it failed to enforce login attempt limitations. The absence of temporary account lockout or
CAPTCHA after multiple failed attempts leaves the system vulnerable to brute-force attacks. This deficiency
represents a high-risk vulnerability, as it enables attackers to repeatedly test password combinations without
restriction.

3.3.2 Compatibility Analysis

Compatibility testing was conducted across major web browsers, including Chrome, Firefox, and
Edge. The testing also encompassed various device types, such as desktop computers, laptops, and
smartphones. Results indicated consistent rendering and functionality across all browsers, with all essential
features performing as expected. However, minor inconsistencies in font scaling and element alignment were
observed, particularly on certain browser versions. While these inconsistencies do not affect system
functionality, they may impact the perceived interface quality and visual coherence. This finding indicates
the necessity for further interface optimization across different platforms.

3.3.3 Responsiveness Analysis

Responsiveness testing focused on evaluating the system’s adaptability to different screen
resolutions and device orientations. While the application maintained functional accessibility across all
devices, it exhibited significant layout degradation on smaller screens. Navigation menus were occasionally
truncated or difficult to interact with, reducing overall User Experience (UX) and accessibility for mobile
users. Although these issues did not hinder access to core functionalities, they negatively impacted the
interface aesthetics and usability, suggesting the necessity for improved responsive design implementation
and grid-based layout adjustments. The following table summarizes the non-functional testing results:

Table 6. Summary of Non-Functional Testing Results

Aspect Test Scenario Result Remarks
Security Five consecutive failed login attempts Fail No account lockout or CAPTCHA implemented
Compatibility Testing across four major browsers Pass Consistent interface display
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Responsiveness Testing on mobile devices Fail Navigation layout not proportionally displayed

3.4 Analysis of Critical Defect Findings and Implications

Both functional and non-functional testing identified two types of serious flaws that had the most
effects on the Admin Website PAUD KB Al Husna system's quality: security flaws and input validation
flaws. A comprehensive study reveals that Equivalency Partitioning (EP) and Boundary Value Analysis
(BVA) techniques successfully uncovered hidden vulnerabilities that have a direct impact on the security,
data integrity, and reliability of the application.

3.4.1 Root Cause Analysis

Most defects originated from excessive reliance on client-side validation without adequate server-
side revalidation. JavaScript-based validation can be easily bypassed by manipulating HTTP requests (e.g.,
through DevTools or cURL), allowing malicious inputs to be accepted. Furthermore, inconsistencies in
character length specifications across forms and the absence of input length verification at the database layer
contributed to failures in handling Max+1 boundary cases in BVA testing. This issue enables invalid data to
be stored even though it may appear to be automatically truncated.

3.4.2 Critical Security Finding: Cross-Site Scripting (XSS) Vulnerability

The EP-Invalid testing revealed that the system failed to reject inputs containing HTML tags, such
as <hl>class name</h1> in the Class Name form and <p> tags in the FAQ section. These inputs were
accepted and could potentially be executed when rendered on the admin page, thereby creating a Cross-Site
Scripting (XSS) vulnerability. The exploitable XSS risks include:

e Theft of admin session cookies through malicious scripts.
e Unauthorized modification of page content (defacement).
e Execution of unauthorized commands in the user’s browser.
e Institutional reputation damage due to manipulated content.

3.4.3 Impact of Findings on System Quality

These validation and security weaknesses could compromise functionality and expose systemic risks
that can affect the entire application ecosystem. The impact ranges from data corruption to security breaches,
particularly concerning for an educational institution that manages sensitive information about students and
staff. The following table presents a summary of the impacts categorized by key quality aspects:

Table 7. Summary of Critical Defect Impacts on the System

Aspect Impact

Data Quality Increased occurrence of unauthorized entries, irregular symbols, or embedded HTML content
compromising database integrity.

System Security Vulnerable to XSS and brute-force login attacks, potentially exposing sensitive user and
administrator data.

Reliability & User Experience Failure of error handling at maximum boundaries causes interface instability, server resource
(UX) leaks, and poor user experience on mobile devices.
Institutional Reputation For educational systems such as PAUD KB Al Husna, data breaches or content manipulation

could severely undermine the trust of parents and staff.

Overall, the lack of server-side validation and input sanitization constitutes a critical vulnerability
that must be promptly addressed to ensure the system is secure, reliable, and fit for deployment in a
production environment.

4. Conclusion

This study aims to implement black box testing using the Equivalence Partitioning (EP) and
Boundary Value Analysis (BVA) techniques on the Admin Website of PAUD KB Al Husna to evaluate its
functional validity and input validation robustness. This objective was consistently achieved, as outlined in
the Introduction chapter and reinforced through an in-depth analysis in the Results and Discussion chapter.
Out of 82 executed test scenarios, 27 defects were identified, resulting in a failure rate of 32.9%. This
indicates significant systemic quality issues, particularly common in small-scale information systems that
often overlook validation and security aspects.
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Key findings include Cross-Site Scripting (XSS) vulnerabilities detected through EP-Invalid testing,
where the system failed to filter HTML tags such as <h1> or <p>, thereby allowing the injection of malicious
scripts. Furthermore, a lack of protection against brute-force attacks was identified in the login module due to
the absence of attempt limitations or CAPTCHA mechanisms. BVA testing further revealed systemic
weaknesses in upper-bound validation (Max+1), where inputs exceeding the maximum length were neither
rejected nor flagged with warnings, although data might be automatically truncated. The combination of
these two techniques proved highly effective in detecting hidden defects with direct implications for security,
data integrity, and user experience.

Based on these findings, there are high-priority improvements for developers include the
implementation of rigorous server-side validation for data length and type, input sanitization and output
escaping to prevent XSS, the addition of rate limiting or CAPTCHA in the login process, and the
optimization of responsive design using modern CSS frameworks to enhance accessibility on mobile devices.
These improvements will significantly enhance the system’s reliability, security, and usability.

In the long term, this research opens avenues for further development, such as comparisons between
manual and automated testing using Selenium, exploration of other black box techniques like Cause-Effect
Testing or Decision Table Testing, and integration of White-Box Testing for source code analysis. The
results also encourage the development of a reusable EP-BV A-based automated testing framework applicable
to similar educational systems. Thus, this study not only contributes to improving the quality of the Admin
Website PAUD KB Al Husna but also enriches the software testing literature in the context of small-scale
educational institutions through a systematic and measurable approach.
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