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 Software reliability is highly dependent on robust data validation 

mechanisms to prevent data integrity issues. The main issue raised in this 

study is the risk of input errors in the "Create Doctor Invitation" form in the 

TemanTernak web application, which could potentially cause invalid data 

storage. This study aims to evaluate the quality of the system's input 

validation to ensure its compliance with the requirements specifications. 

The proposed solution is the implementation of Black Box Testing with the 

Boundary Value Analysis (BVA) technique. The testing methodology was 

carried out following the Software Testing Life Cycle (STLC) stages, in 

which 17 test scenarios were run to assess four critical elements: name and 

title, email, phone number, and invitation message. The test results revealed 

that the system only achieved a functional success rate of 41.2%. Although 

the application successfully processed standard valid inputs, the system 

failed to reject the majority of inputs that were outside the tolerance limits 

(off-boundary) and passed empty inputs in mandatory fields. In conclusion , 

the current validation mechanism is insufficient to handle extreme 

conditions. In the future, the implementation of strict server-side validation 

with range constraints is necessary to mitigate these vulnerabilities. 

Keywords: 

Software Testing Life Cycle, 

Black Box Testing, 

Boundary Value Analysis, 

Input Validation, 

Web Application 

 

This is an open access article under the CC BY-SA license. 

 

Corresponding Author: 

Sofiyanti Indriasari 

Software Engineering Technology 

Vocational Studies of IPB University 

Bogor, Indonesia 

Email: sofiyanti@apps.ipb.ac.id 

 © The Author(s) 2025 

 

1. Introduction  
Software quality is a fundamental aspect that determines the success of an information system in 

serving user needs. In modern software engineering, software quality assurance plays a critical role as an 

integral component in minimizing the risk of system failure [1]. One of the biggest vulnerabilities in web-

based applications lies in the interface input validation mechanism, which often becomes a gateway for cyber 

attacks [2]. Errors in handling data constraints, such as data type mismatches and character length violations, 

are not just interface display issues, but serious threats to database integrity. If the system fails to filter 

invalid input on a form, this can lead to garbage data storage, information ambiguity, and even fatal security 

vulnerabilities. Therefore, specific testing methods are needed to verify system behavior under extreme 

conditions to prevent such data corruption. 

The Black-Box Testing method is the industry standard for validating interface functionality without 

the need to dissect the internal code structure [3]. Among the various techniques in this method, Boundary 
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Value Analysis (BVA) is considered the most effective for detecting errors that occur at the "edges" of the 

input domain. Unlike other testing techniques, BVA specifically tests values at the edges of the input 

boundary, such as minimum and maximum values, to ensure the reliability of the application in handling 

extreme conditions [4]. This approach is based on the statistical principle that the majority of software errors 

(bugs) tend to hide at the boundaries of the data range rather than in the middle [5]. 

The effectiveness of the BVA technique has been proven in various recent case studies. Wicaksono 

A. [6] showed that a combination of BVA was able to detect validation gaps in the Nestify property 

management system with high accuracy. Similar findings were presented by Suharyono et al. [7] in a travel 

ticket application, where BVA successfully revealed system failures in handling user input character limits. 

In more complex systems such as expert diagnosis applications [8] and coding workshop platforms [9], this 

technique has proven reliable in ensuring that system algorithms do not process values outside the permitted 

range. 

The application of BVA is also highly relevant in the administration and public service sectors. 

Studies on library systems [10] and community services [11] found that numeric input errors often slip 

through standard validation but can be caught through boundary test scenarios. This is reinforced by research 

on academic systems [12], which concluded that lower and upper boundary testing is crucial to prevent 

garbage data from being stored in databases. Even in comparative studies, BVA has been proven to have high 

accuracy in validating numerical data input in web-based systems [13], and is recommended as a crucial 

method for ensuring the robustness of applications against automatic input anomalies [14]. 

In this study, the BVA technique was applied to the TemanTernak application, a digital livestock 

consulting platform. The focus of the study was on the "Create Doctor Invitation" form, which contains 

critical data elements such as Mobile Number (with a specific digit limit) and Name and Title (with a 

character length limit). To date, testing on TemanTernak has not touched on the aspect of limit value 

validation in depth, so the risk of invalid data slipping through is still high. This study aims to fill this gap by 

designing limit test scenarios to identify whether the system is able to reject inputs that violate digit and 

character limits, thereby ensuring the integrity of communication data between farmers and veterinarians. 

 

2. Research Method  
This study applies the Black-Box Testing experimental method with a systematic Software Testing 

Life Cycle (STLC) approach. STLC was chosen as the main framework because it offers structured, 

sequential, and standardized testing stages, ensuring that every aspect of software functionality is thoroughly 

validated before release to end users [15]. The STLC stages used in this study are illustrated in Figure 1. 

 

 
 

Figure 1. Software Testing Life Cycle (STLC) stages (Source: 

https://1000bh.wordpress.com/2019/01/13/software-testing-life-cycle-stlc) 

 

2.1.  Requirement Analysis 

This stage focuses on analyzing functional requirements based on empirical observations of the user 

interface (UI). Given that testing was conducted using the Black Box method without access to internal 

specification documents, validation rules were determined by identifying input constraints applied to HTML 

form elements and general business logic standards. The results of this identification are used as a baseline 

for determining boundary values in the design of test scenarios [19]. 

 

2.2.  Test Planning 
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At the planning stage, a comprehensive testing strategy was developed. This activity includes 

determining the scope of testing with a primary focus on functional validation of web-based applications as 

applied to similar online reporting systems [18]. In addition, tools such as web browsers and log recording 

software are selected, and the resources needed to ensure efficient testing are estimated.  

 

2.3.  Test Case Development 

This stage involves designing detailed test cases based on the results of the requirements analysis. 

The scenarios are designed to cover various possible inputs, both valid and invalid data, to test the system's 

resilience to user errors. The determination of these test cases refers to the best practices of online registration 

system testing, which requires coverage of positive and negative scenarios [23]. In addition, the design of 

scenarios also considers specific input limitations to match the characteristics of the data to be tested [21]. 

 

2.4.  Test Environment Setup 

Before execution begins, the test environment is set up to resemble real-world conditions. The 

strategy applied is to conduct testing on an active deployment server that can be accessed via the public 

internet, rather than just in a local development environment (localhost). This approach aims to validate the 

system's performance and response to input validation in actual network conditions, as recommended in web-

based information system testing procedures [25]. 

 

2.5.  Test Execution 
The execution stage is the core phase where all test scenarios are run on the application. At this 

stage, the Boundary Value Analysis (BVA) technique is applied in depth as the main verification method. 

BVA is a Black Box testing technique based on the principle that software errors (bugs) have the highest 

probability of appearing at the "edges" or boundaries of the input domain, rather than in the middle [16]. In 

its application, each input variable on the form is tested using four critical boundary values to ensure range 

validation accuracy: 

 

1. Lower Bound Value (Min): The smallest value allowed by system specifications (Expected: 

Valid/Accepted) 

2. Value Just Below the Limit (Min - 1): The value that is one unit below the minimum limit 

(Expected: Invalid/Rejected) 

3. Upper Limit Value (Max): The largest value allowed by the system specifications (Expected: 

Valid/Accepted) 

4. Value Exactly Above the Limit (Max + 1): A value that is one unit above the maximum limit 

(Expected: Invalid/Rejected) 

In addition, testing also includes null value validation to ensure that mandatory fields cannot be 

skipped, as applied in testing the submission system application [22]. The main purpose of implementing this 

strict BVA is to verify whether the system is capable of providing the correct error message when receiving 

input outside the tolerance [20]. This method also aims to ensure that the system receives valid data without 

unnecessary technical obstacles [17]. 

 

2.6.  Test Cycle Closure 
The closing stage of the testing cycle focuses on evaluating the execution results. All actual results 

are compared with the expected results to calculate the success metrics. At this stage, test reports are 

compiled, anomalies or bugs are documented, and final conclusions regarding the system's reliability are 

drawn as recommendations for improvement for developers [24]. 

 

3. Results and Discussion  
This section comprehensively describes the results obtained from applying the Black-Box Testing 

method to the TemanTernak application, a web-based digital platform that facilitates animal health 

consultations. The main focus of the discussion is the evaluation of the reliability of the "Create Doctor 

Invitation" feature. This test aims to verify whether the validation mechanism in the form is adequate in 

handling user input variations to prevent data integrity risks. 

The presentation of results is systematically organized following the six stages of the Software 

Testing Life Cycle (STLC) as defined in the research methodology. The discussion flow moves from 

Requirement Analysis, Test Planning, Test Case Development, Test Environment Setup, Test Execution, to 
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Test Cycle Closure. The entire series of testing activities was carried out directly on the active hosting 

environment to ensure that the evaluation data obtained reflects the actual performance and response of the 

system when accessed by end users. 

 

3.1.  Requirement Analysis 

At this stage, validation logic mapping was carried out through form element inspection on the 

TemanTernak application. The researchers determined the testing parameters based on the implicit 

specifications seen on the interface. Based on the form inspection results (see Figure 2), the following input 

variable constraints (IVC) were obtained: 

 

 
 

Figure 2. "Create Doctor Invitation" Input Form Display on the TemanTernak Web Application 

 

The first variable is Name & Title, which is mandatory with a string data type and a minimum 

character length of 3 and a maximum of 50 characters. The second variable is Email, which is also mandatory 

with validation focused on character length limits in accordance with database storage allocation standards. 

The third variable, Mobile Number, requires numeric input with a digit length range of 10 to 13 digits in 

accordance with mobile operator standards. Finally, Invitation Message is a mandatory text field with a 

specific character length limit to prevent technical risks such as buffer overflow. 

  

3.2.  Test Planning 
The output of the planning stage is the establishment of a manual testing strategy using the Black 

Box Testing approach. This strategy focuses on the functional validation of web-based applications, 

including client-side and server-side validation checks, as applied in the design of similar web-based 

information systems. The tools used include the Google Chrome browser for interface execution and 

Microsoft Excel for recording test logs. 

 

3.3.  Test Case Development 
Based on the variables found in the analysis stage, 17 test cases were successfully designed. This 

design table serves as the main guide for test execution. The following is a summary of the scenario structure 

that has been developed: 

Table 1. Test Case Design 
ID Section Name Scenario Description 

TC-01 Name & Title Testing empty input 

TC-02 Name & Title Testing 2-character input (min-1) 
TC-03 Name & Title Testing 3-character input (min) 

TC-04 Name & Title Testing 50-character input (max) 

TC-05 Name & Title Testing input 51 characters (max+1) 
TC-06 Email Testing empty input 

TC-07 Email Testing 6-character input (lower limit) 

TC-08 Email Testing 255-character input (upper limit) 
TC-09 Phone number Testing empty input 

TC-10 Phone number Testing 9-digit input (min-1) 

TC-11 Phone number Testing 10-digit input (min) 
TC-12 Phone number Testing 13-digit input (max) 

TC-13 Phone number Testing 14 digits input (max+1) 

TC-14 Invitation message Testing empty input 
TC-15 Invitation Message Testing 4-character input (min-1) 

TC-16 Invitation Message Testing 11-character input (min) 

TC-17 Invitation Message Testing input 256 characters (max+1) 

3.4. Test Environment Setup 


