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 In the last two decades, advances in internet technology have significantly 

influenced various sectors, including healthcare. The integration of 

information technology into health services has become essential for 

improving operational efficiency through integrated medical information 

systems, structured patient management, and digital financial 

administration. The Sungsang Health Center, as a community-based 

healthcare facility, relies heavily on networked systems to support daily 

activities such as patient registration and electronic medical record 

management, which involve highly sensitive data. This condition increases 

the risk of data leakage, particularly due to packet sniffing attacks. 

Therefore, strengthening network security policies is a critical need. This 

research aims to analyze potential packet sniffing threats and support the 

prevention of data leaks at the Sungsang Health Center by utilizing 

Wireshark as a network analysis tool. Wireshark enables detailed 

monitoring and analysis of data packets to identify suspicious activities that 

are not easily detected manually. The study provides insights into 

techniques for detecting and analyzing network vulnerabilities, which can 

serve as a reference for improving network security policies. The results are 

expected to support the development of safer and more reliable digital 

health systems and raise awareness of the importance of protecting patient 

data. 
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1. Introduction  
In the last two decades, advances in internet technology have had a major impact on various aspects of 

life, including in the health sector. The integration of the internet and information technology is now a vital 

part of the operations of hospitals, clinics, and health centers[1]. This allows healthcare services to be more 

efficient through integrated medical information systems, more structured patient management, and faster 

financial administration. In addition, faster and more affordable internet access has also improved the quality 

of services, ranging from communication between medical personnel, medical record management, to remote 

consultation. Indonesia is facing many cases of data leaks due to cyber attacks. IT experts said that one of the 

reasons was the budget shortfall experienced by the State Cyber and Cryptography Agency. Based on 2022 
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State Budget data, the budget allocation received by BSSN in 2022 reached IDR 554.6 billion. This budget is 

down 60% compared to the 2021 outlook of IDR 1.39 trillion[2].  

However, this progress also requires special attention to data security, as the risk of leakage of personal 

and sensitive information is increasing. As the reliance on technology increases, threats to computer network 

security are becoming more diverse and complex. One example is packet sniffing attacks, where 

unauthorized parties are able to capture and analyze data packets sent over a network. These attacks are 

particularly dangerous because they can result in the leakage of important information, such as patients' 

personal data, medical information, passwords, and transaction data. On Ethernet networks, this type of 

attack is quite easy to carry out if the network is not equipped with adequate encryption or protection. The 

basic concept in network security is to maintain the confidentiality, integrity, and availability of data that 

passes through the network. This principle is known as the CIA triad (Confidentiality, Integrity, Availability). 

According to Hidayat et al., packet sniffing is an attack method by monitoring all packets passing 

through a communication medium, both wired and wireless. Therefore, health institutions such as health 

centers must be aware of the importance of maintaining data security, given the large volume of medical data 

managed and its vulnerability to attacks. Wireshark is one of the popular and effective network analysis tools 

in detecting and analyzing packet sniff attacks. The tool allows administrators to capture and examine data 

packets passing through the network, providing in-depth information about the protocols used and 

communication patterns between devices. With real-time analytics capabilities, Wireshark can help detect 

attacks early, enabling quick and precise handling to reduce the risk of data leaks. According to Putra et al., 

Wireshark is software used for the analysis of network data packets and can help identify potential security 

threats. Wireshark is a network analysis software that allows users to record and analyze network traffic in 

real-time. Wireshark can be used to troubleshoot network issues, identify outages, optimize network 

performance, and even troubleshoot security issues. [3] [4] [5] 

Wireshark is one of the most popular and frequently used network analysis tools in the detection of 

sniffing attacks. Wireshark allows users to capture and examine data that is being transmitted on the network 

in real-time. With Wireshark, users can view all data packets passing through the network, which includes 

information about the source, destination, and contents of each packet. 

Wireshark can be used in identifying malware, and the research subjects consist of network traffic data 

captured from high-risk network environments [6]  

As an in-depth and comprehensive tool, Wireshark supports a wide range of commonly used network 

protocols, including TCP/IP, HTTP, HTTPS, and more. Users can perform detailed packet analysis to detect 

any problems or threats, such as packet sniffing. Wireshark also allows users to filter captured data based on 

specific criteria, such as IP addresses, protocol types, or even certain suspected keywords. 

Data interception on WiFi networks is often done using a sniffing tool, such as Wireshark, which can 

capture all data packets passing through the network. Typically, the data detected in these attacks is 

information that is not protected by encryption or uses insecure protocols, such as HTTP. In these conditions, 

attackers can gain access to various sensitive information, such as credit card numbers, usernames, and 

passwords used in online communications. 

Packet sniffing attacks are particularly effective on networks that don't use adequate encryption, such as 

public WiFi networks or networks that still use legacy protocols like WEP (Wired Equivalent Privacy). Since 

the data transmitted on the WiFi network is not protected with strong encryption, all information can be 

easily accessed by anyone within range of the network. Therefore, the implementation of better security 

protocols, such as WPA2 or WPA3, is essential to protect data from snifting attacks. 

Packet sniffing is not only dangerous in the context of retrieving personal information, but it can also be 

used by attackers to analyze larger communication patterns within a network. For example, in the context of 

health centers, an attacker who is able to access communication data between medical devices or 

administrative systems can reveal sensitive information about patients or internal operations, which can 

compromise patient privacy. 

To prevent sniff attacks, there are several measures that can be implemented, such as the use of end-to-

end data encryption, VPNs, and network access restrictions. On the other hand, it is also important for 

network administrators to regularly monitor network traffic to detect suspicious activity that may indicate 

unauthorized conversations or data transfers. Therefore, an understanding of how sniffing attacks work and 

techniques for identifying them is essential for healthcare providers such as health centers. 

The Sungsang Health Center, as one of the health facilities that serves the community, relies heavily on 

information systems to support daily operations. Networks that connect various devices, from patient 

registration systems to electronic medical record management, store highly sensitive data. The risk of data 

leakage due to packet sniffing attacks, if not detected, can have a negative impact on patients and the 

institution itself. Therefore, the use of tools such as Wireshark is crucial to detect and identify potential 
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attacks to maintain data security and privacy. Through analysis with Wireshark, patterns or indications of 

attacks can be identified so that appropriate mitigation measures can be implemented immediately[7].  

With a deep understanding of how packet sniffing attacks work and the use of Wireshark to analyze 

them, it is hoped that the Sungsang Health Center can strengthen their network security policies and prevent 

data leaks. It also provides a clear overview of analysis techniques that are able to detect threats that may not 

be visible to the naked eye, so that data security can be more guaranteed. In addition, this research is 

expected to increase awareness of the importance of network security in the health sector. With the 

increasing sophistication of network technology, cyberattacks targeting sensitive data are becoming a serious 

threat. It is important for health centers to have a strong defense system to protect medical data.  

This study seeks to provide in-depth insights into how Wireshark can be used to identify, analyze, and 

prevent packet sniffing attacks that have the potential to damage the reputation and integrity of patient data. 

The results of the research can later be used as a reference for the Sungsang Health Center in developing 

better and more effective network security policies, as well as providing insight to other health institutions 

about the importance of protecting sensitive data. In the future, this research is also expected to be the basis 

for the development of more sophisticated cyberattack detection technologies and procedures in creating a 

safer digital health ecosystem. 

 

2. Research Methods  
2.1 Research Approach 

This study uses an experimental method with a practical approach to analyze packet sniffing attacks on 

WiFi networks using Wireshark. The experiment was carried out by capturing and analyzing data packets 

passing through the WiFi network to detect potential security threats. With this method, it is hoped that the 

extent of data communication security on the WiFi network can be known, especially in the face of potential 

sniff attacks. 

 Packet sniffing is a technique used to analyze data traffic sent over a computer network. This 

technique allows a third party to capture data packets transmitted between two devices, such as computers 

and servers. In a sniffing attack, an attacker attempts to monitor and access unprotected information, such as 

login credentials, personal data, or other sensitive information sent over the network. 

The approach used in this study includes observing network traffic, collecting data on packets passing 

through the network, and analysis of packets that are indicated as security threats. This technique allows the 

identification of communication patterns in the WiFi network used, both under normal conditions and under 

conditions at risk of attack. 

This research was conducted in a controlled environment to ensure the validity of the results. The WiFi 

network used has obtained access permissions, so it does not violate the ethical aspects of cybersecurity 

research. In addition, the use of Wireshark. Wireshark is a network analysis software that allows users to 

record and analyze network traffic in real-time. Wireshark can be used to troubleshoot network issues, 

identify outages, optimize network performance, and even troubleshoot security issues.   [    8    ]  

Wireshark is one of the most popular and frequently used network analysis tools in the detection of 

sniffing attacks. Wireshark allows users to capture and examine data that is being transmitted on the network 

in real-time. With Wireshark, users can view all data packets passing through the network, which includes 

information about the source, destination, and contents of each packet. 

Wireshark can be used in identifying malware, and the research subjects consist of network traffic data 

captured from high-risk network environments    [    9    ]  

As an in-depth and comprehensive tool, Wireshark supports a wide range of commonly used network 

protocols, including TCP/IP, HTTP, HTTPS, and more. Users can perform detailed packet analysis to detect 

any problems or threats, such as packet sniffing. Wireshark also allows users to filter captured data based on 

specific criteria, such as IP addresses, protocol types, or even certain suspected keywords. As a key tool in 

this study it allows testing various aspects of network traffic, including data encryption and potential 

eavesdropping. 

The tools and materials used in this study include: 

1. Software: 

a) Wireshark latest version 

b) Windows/Linux operating system with monitor mode support 

2. Hardware: 

a) Laptops with network cards that support monitor mode 

b) Active WiFi network (with access permissions) 

c) Router WiFi 

3. Trial Website: 

a) https://banyuasin.epuskesmas.id (as the target of HTTPS data traffic) 
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Wireshark was chosen for its ability to capture and analyze network packets in real-time. In 

addition, the protocols observed in this study are DNS, TLS, and HTTP, which can provide information 

about the security of the network being tested. With the appropriate combination of software and hardware, 

the study can provide valid and relevant results. 

Tools and Materials  

2.2 Research Procedure 

1. Preparation 

1) Wireshark installation and hardware configuration that supports monitor mode. 

2) Testing the connection to the WiFi network to be observed. 

3) Ensures that the device can capture packets passing over the WiFi network. 

2.3 Data Collection 

1) Run Wireshark and select the WiFi network interface. 

2) Enable packet filters based on specific protocols such as DNS, TLS, and HTTP. 

3) Observe the communication between the client and the server while accessing the 

banyuasin.epuskesmas.id. 

4) Take a screenshot of the package capture for documentation. 

2.4 Data Analysis  

One of the main advantages of Wireshark is its ability to understand and display the structure of 

various network protocols. Wireshark can parsing and display fields in packets according to the protocol 

specifications used, such as TCP/IP, UDP, HTTP, and many others. This allows users to view the details of 

each packet, including headers and payloads, as well as analyze the behavior of the protocol in network 

communications.  

 

1) Identify captured data packets, including analysis of TLS packets. 

2) Analyzes DNS packets to detect possible manipulation or spoofing. 

3) Detects possible Man-in-the-Middle (MITM) attacks or other anomalous packets. 

4) Compare normal traffic with traffic indicated to be intercepted. 

3. Results and Discussion  
This experiment aims to identify potential security threats to WiFi networks by using Wireshark. In this 

experiment, data packets were captured on WiFi networks that accessed banyuasin.epuskesmas.id. The 

packet capture is analyzed to see how the communication between the client and the server is going, as well 

as the extent of its security in the face of a eavesdropping attack. 

Computer network security is a series of efforts made to protect the data, hardware, and software in a 

computer network from threats that can threaten its integrity and confidentiality. Network security is a crucial 

foundation in facing the rapid development of technology today. In an era where digital connectivity is 

becoming more and more profound, network security is becoming a key pillar to protect sensitive data, 

prevent cyberattacks, and ensure system integrity    [9].  

The basic concept in network security is to maintain the confidentiality, integrity, and availability of data 

that passes through the network. This principle is known as the CIA triad (Confidentiality, Integrity, 

Availability). 

Confidentiality means that data should only be accessed by authorized parties, while integrity ensures 

that the data sent or received is not subject to unauthorized alteration. Availability refers to the ability of the 

system to continue to provide services to legitimate users without interruption, even when faced with attacks 

or damage. These three principles are the cornerstones of all network security strategies and policies. 

As information technology develops, threats to computer networks are also increasingly diverse. Internal 

threats  and external  threats can come from a variety of sources, both intentional and unintentional. External 

threats  are usually attacks from outside the network that do not have permission to access the system, such as 

hackers or crackers. On the other hand, internal threats often come from employees or individuals who have 

legitimate access, but use that access for detrimental purposes. 

One method used to maintain network security is authentication, which aims to ensure that only 

legitimate users can access network resources. Authentication can be done in a variety of ways, from the use 

of passwords to two-factor authentication (2FA). In addition, encryption is important to protect data 

transmitted over the network from being accessed by unauthorized parties. Encryption technologies such as 

SSL/TLS are used to secure data in the transmission process 
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By capturing network traffic, this study aims to find out whether sensitive data such as usernames and 

passwords can be exposed in the network. In addition, DNS, TLS, and HTTP packets are analyzed to see if 

there is a possibility of data manipulation or attacks such as Man-in-the-Middle (MITM) and DNS Spoofing. 

The results of this experiment will provide insights into the effectiveness of encryption in protecting user data 

as well as provide recommendations to improve network security. 

3.1 Package Capture Results 

The experiment was conducted by running Wireshark on a WiFi network and capturing packet traffic 

when accessing banyuasin.epuskesmas.id. From the catches, several interesting network traffic patterns 

were found to be analyzed. Some of the key findings are: 

 

a) DNS packets that indicate access requests to a website domain 

 
Picture 1. DNS Query Results 

 

b) A handshake TLS packet that indicates the process of encrypting the communication. 

 
Picture 2. TLS Results 

c) No HTTP packets with plaintext username/password were found, because the website uses HTTPS. 

 
Picture 3 Http Package Results 

A screenshot of a handshake TLS packet on Wireshark shows that the communication 

between the client and the server uses strong encryption. This signifies that the data being sent, 

including login credentials, is protected from packet sniffing attacks. 
 


