
 

JURNAL TEKNOLOGI DAN OPEN SOURCE 

Vol. 8, No. 2, December 2025, pp. 811~825 

e-ISSN: 2622-1659, accredited Four Grade by Kemenristekdikti, Decree No: 152/E/KPT/2023  

DOI: https://doi.org/10.36378/jtos.v8i2.4821  

  

Jurnal Teknologi dan Open Source, Vol. 8, No. 2, December 2025:  811 - 824 

 

811 

Integration of Machine Learning Models Random Forest and 

XGBoost for Credit Card Fraud Detection in a Python Flask-

Based Application 

 
Herianto

1
, Zupri Henra Hartomi

2
, Rian Ordila

3
 ,Yuda Irawan

4,
 

Program Studi Sistem Informasi, Universitas Hang Tuah Pekanbaru, Indonesia 

 

Article Info  ABSTRACT 

Article history: 

Received 08 25, 2025 

Revised 10 15, 2025 

Accepted 11 30, 2025 

 

 
Credit card fraud is one of the major challenges in modern digital payment 

systems. The increasing volume of online transactions raises the potential for 

unauthorized use of cardholder data. This research aims to develop a robust and 

accurate fraud detection system by integrating two machine learning algorithms, 

Random Forest and XGBoost, both of which are known for their high 

performance in data classification. The research process begins with the 

collection and preprocessing of credit card transaction data, followed by model 

training using the selected algorithms. The model’s performance is evaluated 

using metrics such as accuracy, precision, recall, and F1-score. To enable real-

time application, the model is implemented in a web-based system using the 

Python Flask framework, allowing direct integration into financial transaction 

environments. The need for adaptive systems that can respond to emerging fraud 

patterns serves as a key motivation for this study. By combining two 

complementary algorithms within a single web application platform, the system 

is expected to detect fraudulent activities quickly and accurately. The expected 

outcomes of this research include: (1) an optimized fraud detection model based 

on Random Forest and XGBoost, (2) a prototype web application developed 

with Python Flask for system implementation, and (3) a scientific publication 

describing the development and results of the proposed system. The targeted 

outputs are a publication in a nationally accredited journal (Sinta 4) and 

intellectual property registration. This research is expected to provide a 

significant contribution to preventing credit card fraud through the effective 

application of machine learning technologies. 
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1. Introduction 

The rapid advancement of digital technology has significantly accelerated the growth of 

electronic financial transactions, including the widespread use of credit cards. Information technology 

https://creativecommons.org/licenses/by-sa/4.0/
mailto:herianto.sy@gmail.com


 Herianto et al. e-ISSN: 2622-1659 

Jurnal Teknologi dan Open Source, Vol. 8, No. 2, December 2025:  811 - 825 

 

 

812 

developments and innovations in modern financial systems have brought substantial benefits to 

society. However, these advancements have also opened new opportunities for various types of 

financial crimes, particularly credit card fraud, such as data theft, unauthorized transactions, and 

account misuse[1]. Credit cards have become one of the most commonly used payment methods in 

both financial and business domains. They are widely adopted in internet-based businesses, mobile 

applications, and especially in online transactions, making online payments faster, easier, and more 

convenient. Nevertheless, the ease of access to information also increases the risk of misuse, including 

crimes such as fraud, cyberattacks, and data exploitation[2]. 

One of the main challenges in fraud detection lies in the imbalance of transaction data, where 

legitimate transactions vastly outnumber fraudulent ones. This imbalance makes it difficult for 

machine learning models to effectively learn patterns of fraudulent behavior. Credit card fraud not only 

harms consumers but also results in significant financial losses for financial institutions. Furthermore, 

fraud in online transactions is a growing concern due to its constantly evolving and unpredictable 

patterns. Therefore, the development of intelligent and responsive fraud detection systems is crucial to 

minimize these risks[3]. 

The primary issue in fraud detection is the complexity of transaction patterns, which are highly 

dynamic, imbalanced, and continuously changing. Traditional approaches such as rule-based systems 

are no longer effective in addressing the variety of modern fraud schemes. This condition has 

encouraged the adoption of machine learning as an adaptive approach capable of automatically 

identifying irregular transaction patterns[4]. 

Based on these challenges, this study focuses on building a fraud detection system using two 

robust machine learning algorithms—Random Forest and XGBoost—that have shown strong 

performance in classification tasks. These models are further integrated into a Python Flask–based web 

application to enable real-time fraud detection in financial transactions[5]. 

 

2. Research Method 
This study adopts a quantitative and experimental approach to develop and integrate machine 

learning models (Random Forest and XGBoost) into a credit card fraud detection system based on 

Python Flask[6]. The objective of this method is to create an accurate, efficient, and real-time 

applicable system. The research stages are described as follows: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Research Flow Diagram 

Figure 1. The research stages 

 

2.1. Literature Review and Research Planning 
The study begins with problem identification, formulation of objectives, and the design of relevant 

methodology. A comprehensive literature review is conducted on fraud detection using machine 

learning, the application of Random Forest and XGBoost algorithms, and the integration of models into 
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a web-based application with Python Flask. This stage aims to establish a theoretical foundation and 

design the experimental framework. 

 

2.2. Data Acquisition and Preprocessing 
The dataset of credit card transactions is collected from open-source repositories, particularly 

Kaggle. The data undergoes preprocessing steps, including removal of duplicates, handling missing 

values, and cleaning anomalies. Further processes include normalization, categorical variable 

encoding, and data balancing using the Synthetic Minority Oversampling Technique (SMOTE) to 

address class imbalance between normal and fraudulent transactions[7]. 

 

2.3. Model Training and Validation 
Two machine learning algorithms, Random Forest and XGBoost, are trained on the preprocessed 

dataset. Model validation is performed using cross-validation techniques and evaluated with 

performance metrics such as accuracy, precision, recall, and F1-score to ensure their effectiveness in 

detecting fraudulent transactions[8]. 

 

2.4. Model Optimization (Hyperparameter Tuning) 
To maximize model performance, hyperparameter tuning is conducted using methods such as 

GridSearchCV or Optuna. This stage aims to improve precision and reduce misclassification errors, 

particularly for the minority fraud class. 

 

2.5. Model Integration into Python Flask Application 
The best-performing model is integrated into a Python Flask–based web application. The 

application provides a simple user interface, allowing real-time transaction data input and generating 

fraud classification outputs. The integration covers both backend (model API) and frontend (input-

output interface). 

 

2.6. System Testing and Evaluation 
The system is tested functionally with new data to assess classification accuracy and prediction 

speed. Usability aspects are also evaluated, and improvements are implemented based on feedback. 

This stage ensures that the system is feasible for deployment in real-world scenarios[9]. 

 

2.7. Documentation and Publication of Results 
All processes and results of the research are documented systematically. The final report includes 

analysis, conclusions, and recommendations for further development. In addition, a scientific article is 

prepared for publication in a nationally accredited journal or presented at academic conferences: 

The research method is not only described through conceptual stages but also reinforced with 

mathematical formulations that represent the processes of data processing, model training, 

optimization, and system evaluation. The inclusion of formulas provides quantitative clarity regarding 

the steps taken in building the credit card fraud detection model[10]. 

Data normalization is applied to ensure that all features are on the same scale, so each variable 

contributes proportionally during the training phase. To address the class imbalance problem between 

normal and fraudulent transactions, the SMOTE (Synthetic Minority Oversampling Technique) 

approach is employed, generating synthetic data for the minority class. 

Subsequently, the model is trained using two algorithms: Random Forest, which works on the 

principle of majority voting among multiple decision trees, and XGBoost, which optimizes an 

objective function with regularization to enhance accuracy while avoiding overfitting[11]. 

The Hyperparameter Tuning process is conducted to identify the optimal parameters, thereby 

improving the model’s performance in fraud detection. Finally, the model’s effectiveness is measured 
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using confusion matrix–based evaluation metrics, including Accuracy, Precision, Recall, and F1-Score, 

to provide a comprehensive overview of the system’s ability to detect fraudulent transactions[12]. 

The formulas used at each stage are as follows: 

 

1. Data Normalization (Min-Max Normalization) 

 

 
 

2. SMOTE (Synthetic Minority Oversampling Technique) 

 

 
 
3. Random Forest (Majority Voting) 

 
 

4. XGBoost (Objective Function) 
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5. Hyperparameter Tuning (Parameter Optimization) 
 

 
 

6. Model Evaluation (Confusion Matrix Metrics) 
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Where: 
TP (True Positive): number of fraud transactions correctly predicted as 

fraud 

 

TN (True Negative): number of normal transactions correctly predicted 

as normal 

 

FP (False Positive): number of normal transactions incorrectly 

predicted as fraud 

 

FN (False Negative): number of fraud transactions incorrectly 

predicted as normal 

 

 

 

 

 

 

 

 

3. Results and Discussion 
This study successfully integrated two machine learning algorithms, Random Forest (RF) and 

XGBoost (XGB), for credit card fraud detection using the creditcard.csv dataset. The research process 

included data cleaning, class balancing, model training, performance evaluation, and result 

visualization[13]. 

The performance testing of both models, Random Forest and XGBoost, was conducted on the 

test dataset that had been previously separated. The evaluation employed metrics such as precision, 

recall, F1-score, and accuracy for both classes (0 = normal transaction, 1 = fraudulent transaction). In 

addition, macro and weighted average values were presented to provide an overall view of the model’s 

performance on imbalanced data[14]. 

The Random Forest model demonstrated very high accuracy, with recall on the fraud class being 

relatively better than its precision, indicating that the model tends to be more sensitive in detecting 

fraudulent cases. Meanwhile, XGBoost also achieved high accuracy but showed better precision in the 

fraud class, suggesting its ability to minimize false positives[15]. 

At this stage, data cleaning was performed to ensure the dataset was ready for the model training 

process. The first step was to remove rows with missing values in the Class column, since this column 

served as the target label to determine whether a transaction was fraudulent (1) or normal (0). Next, the 

data type of the Class column was converted into an integer so that it could be processed by the 

machine learning algorithms[16]. 

The features (independent variables) were obtained by removing the Class column from the 

dataset, and all missing values in these features were filled with 0 to avoid errors during model 

training. The target variable (y) was taken from the Class column. Finally, the class distribution was 

checked to observe the proportion between normal and fraudulent transactions after the cleaning 

process[17]. 
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Figure 2. Cleaning 

After the data was cleaned, the next step was to split the dataset into training and testing sets. This 

process was carried out using the train_test_split function from scikit-learn with a proportion of 80% of 

the data allocated for model training and 20% for model testing. The stratify=y parameter was applied 

to ensure that the class distribution in both the training and testing sets remained consistent with the 

original dataset, allowing the model to learn and be evaluated on data with a balanced class 

representation. In addition, random_state=42 was used to guarantee reproducibility so that the 

experiment could be repeated with the same data split[18]. 

 

 

 

 

 
Figure 3. Split Data 

 
The next stage was addressing the class imbalance in the training data. In fraud detection cases, 

the number of normal transactions (class 0) is typically much higher than fraudulent transactions (class 

1). This imbalance may cause the model to ignore the minority class, resulting in poor fraud detection 

performance. 

To overcome this issue, the SMOTE (Synthetic Minority Over-sampling Technique) method was 

applied. SMOTE generates new synthetic samples of the minority class by interpolating existing data. 

Using the function smote.fit_resample, the training data (X_train and y_train) was resampled so that 

the number of samples in both classes became balanced. The parameter random_state=42 was used to 

ensure that this process is reproducible and produces the same results each time it is executed. 

 

 

 

 

Figure 4. Split Data 

At this stage, the Random Forest model was trained to detect fraudulent transactions. The 

Random Forest algorithm was chosen due to its ability to handle large-scale data, reduce the risk of 

overfitting, and provide stable predictive results[19]. 

The model was constructed using the following parameters: n_estimators=300, indicating that 300 

decision trees were employed to enhance prediction stability; max_depth=10, setting a maximum depth 

to prevent the model from becoming overly complex; class_weight='balanced', which automatically 



 Herianto et al. e-ISSN: 2622-1659 

Jurnal Teknologi dan Open Source, Vol. 8, No. 2, December 2025:  811 - 825 

 

 

818 

adjusted the class weights based on their frequencies to make the model more equitable toward the 

minority class; and random_state=42, ensuring consistent results each time the model was executed. 

The training process was performed by calling the fit function on the resampled training data 

produced by SMOTE. After training, the model generated both predicted labels (y_pred_rf) and 

prediction probabilities for fraudulent transactions (y_proba_rf) on the test dataset (X_test). 

 

 

 

 

 

 

 

 
Figure 5. SMOTE Random Forest 

The next stage was training the XGBoost (Extreme Gradient Boosting) model, one of the 

boosting algorithms well known for its strong performance in various classification problems, 

including fraud detection. XGBoost is capable of handling class imbalance through the adjustment of 

class weights using the scale_pos_weight parameter. 

The model was configured with the following parameters: n_estimators=500, indicating 500 

boosting trees to strengthen predictive capability; max_depth=8, setting the maximum depth of each 

tree to control model complexity; learning_rate=0.05, a small learning rate to enable gradual learning 

and reduce the risk of overfitting; and subsample=0.9 along with colsample_bytree=0.9, which define 

the proportion of data samples and features used for each tree to improve generalization. 

The scale_pos_weight parameter was set according to the ratio of majority to minority class 

samples in the training data to handle class imbalance. Additionally, random_state=42 was used to 

ensure consistent results across executions, and n_jobs=-1 was applied to utilize all processor cores for 

faster training. 

After training the model with the fit function on the resampled training data, the model produced 

both predicted labels (y_pred_xgb) and prediction probabilities for fraudulent transactions 

(y_proba_xgb) on the test dataset (X_test). The process can be seen as follows. 

 

 

 

 

 

 

 

 

 

 

 

Figure 6. SMOTE Random Forest 

After the training process was completed, both the Random Forest and XGBoost models were 

tested on the test dataset to evaluate their performance in detecting fraudulent transactions. The 

evaluation was conducted using the metrics precision, recall, f1-score, and accuracy as follows: 

1. Precision measures the proportion of positive predictions that are actual fraud, 

2. Recall measures the model’s ability to capture all fraudulent transactions, 

3. F1-score is the harmonic mean of precision and recall, 

4. Accuracy indicates the overall percentage of correct predictions. 
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The evaluation results are presented for each class: 

Class 0 = Normal Transactions 

Class 1 = Fraudulent Transactions 

In addition to the per-class metrics, the results also include the macro average (the average 

without considering the data distribution across classes) and the weighted average (the average that 

takes into account the proportion of data in each class). 

A summary of the model evaluation results can be seen in the following figure: 

 

 
Figure 7. Random Forest 

 
Figure 8. XGBoost 

 

To gain a more detailed understanding of the model’s performance, a Confusion Matrix was used 

to illustrate the number of correct and incorrect predictions for each class. This visualization facilitates 

the identification of false positives (fraud predicted when the transaction is actually normal) and false 

negatives (normal predicted when the transaction is actually fraud). 

In the figure below, the left side shows the results of Random Forest, while the right side presents 

the results of XGBoost. Random Forest was able to correctly predict most transactions; however, there 

were still 74 normal transactions predicted as fraud (false positives) and 11 fraudulent transactions that 

went undetected (false negatives). XGBoost, on the other hand, produced fewer false positives (11 

cases) compared to Random Forest, but slightly higher false negatives (17 cases). 

This difference indicates that Random Forest is more sensitive in detecting fraud (higher recall), 

whereas XGBoost is more selective, with fewer misclassifications of normal transactions (higher 

precision). The following figure presents the Confusion Matrix results of both algorithms, XGBoost 

and Random Forest. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 9. Confusion Matrix 

This study further extends the analysis by comparing Random Forest and XGBoost with other 

well-known algorithms such as Support Vector Machine (SVM), CatBoost, and Deep Neural Network 

(DNN). Each model was trained and evaluated using the same dataset and performance metrics, 

including Accuracy, Precision, Recall, and F1-Score. The comparative results indicate that while DNN 

achieved slightly higher precision in certain cases, the RF–XGB integrated model provided the most 

balanced performance with lower computational cost and better generalization. CatBoost performed 

comparably to XGBoost but required longer training time, whereas SVM showed limited scalability 
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with large datasets. These results justify the integration of RF and XGB as the core models of the 

proposed system. 

The next stage in this research process is to save the model and the preprocessed data so that they 

can be reused during the implementation stage or for further testing. The trained Random Forest and 

XGBoost models were stored in .pkl format using joblib.dump, allowing them to be reloaded without 

the need for retraining. The process of saving the models is shown in the following figure: 

 

 

 

 

 

 

 

 

 

 

 

Figure10. Save the Model 

After the Random Forest and XGBoost models were successfully trained and saved, the next stage 

was to build a REST API to facilitate the integration of the models into the web application. The REST 

API was developed using the Flask framework in Python, as it is lightweight, flexible, and easy to 

deploy. 

The user interface of the web application was developed using the Python Flask framework 

integrated with the Random Forest machine learning model. This application is part of the research 

entitled ―Integration of Machine Learning Models Random Forest and XGBoost for Credit Card Fraud 

Detection in a Python Flask-Based Application.‖ 

As shown in the figure, the main feature is the Upload CSV & Prediction menu, which allows 

users to select a model, adjust the threshold, and upload transaction data files in CSV format for 

prediction. The threshold can be tuned to reduce prediction errors (false positives), while the prediction 

results are displayed based on the features used during model training, consisting of 30 columns such 

as Time, V1–V28, and Amount. 

The application was designed to be simple and interactive with a Bootstrap-based interface, 

making it easier for users to directly test the fraud detection models on credit card transaction data. The 

interface can be seen as follows: 

 

 

 

 

 

 

 

 

 

Figure 11. Python Flask Web Model Random Forest 

In the section below, the user uploads a CSV file containing transaction data and selects the model 

to be used (in this example, Random Forest). The system processes the data with a threshold of 0.5. 

The Results Summary section displays information about the model used, the number of data rows 

processed, and an option to download the prediction results in CSV format. 
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In addition, a preview table is presented, showing most of the features used in the prediction 

process, including Time, the transformed variables V1–V28, and Amount. This feature not only 

provides transparency regarding the processed data but also enables users to directly verify the 

prediction results. 

 

Thus, this application serves as a practical tool for testing the integration of machine learning 

models into a real-time credit card fraud detection system, as shown below: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 12. Python Flask Web Model Random Forest 

The prediction results using the XGBoost model on the credit card fraud detection web 

application developed with Python Flask are shown below. In line with the research title ―Integration 

of Machine Learning Models Random Forest and XGBoost for Credit Card Fraud Detection in a 

Python Flask-Based Application‖, users can select the desired model from the dropdown menu—in this 

case, XGBoost. 

After a CSV file containing transaction data is uploaded and processed with a threshold of 0.5, the 

application displays the Results Summary, which includes information on the model used, the number 

of rows processed, and a link to download the prediction results in CSV format. 

A table view also presents a portion of the data along with the main features used in the model, 

namely Time, the transformed variables V1–V28, and Amount. This implementation demonstrates that 

the application can run and compare the performance of two different algorithms (Random Forest and 

XGBoost), thereby supporting a more comprehensive analysis of credit card fraud detection, as 

illustrated below: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 13. Python Flask Web Model XGBoost 
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The testing results of the credit card fraud detection application based on Python Flask using an 

Ensemble approach that combines two algorithms—Random Forest (RF) and XGBoost (XGB)—are 

presented below. On the application interface, users can select the Ensemble model (RF+XGB) from 

the model selection menu and then upload a CSV file containing transaction data to be processed. With 

a threshold value of 0.5, the application displays a Results Summary, which includes the model used, 

the number of rows processed, and a link to download the prediction results in CSV format. 

In addition, a preview table presents most of the transaction data with the features Time, V1–V28, 

and Amount, which were used in the prediction process. This ensemble approach aims to improve 

detection performance by leveraging the strengths of both algorithms, where Random Forest excels in 

reducing overfitting and XGBoost is effective in maximizing accuracy through boosting. The 

integration of both methods within the application reinforces the research entitled ―Integration of 

Machine Learning Models Random Forest and XGBoost for Credit Card Fraud Detection in a Python 

Flask-Based Application‖, while also providing a more reliable model option for accurately identifying 

fraudulent transactions, as shown below: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 14. Ensemble RF+XGB 

 

To assess real-world readiness, an end-to-end system performance evaluation was conducted, 

focusing on latency, response time, and scalability. Testing was performed under simulated workloads 

of 1,000 to 10,000 concurrent transactions using the Python Flask-based web application. The average 

response time remained below 120 ms per transaction, and the system maintained stable accuracy and 

throughput, demonstrating scalability for large-scale deployment. The integration with asynchronous 

API handling in Flask also contributed to reduced latency and improved system efficiency 

The Manual Model Testing (Single Predict) feature in the credit card fraud detection application 

based on Python Flask allows users to manually test predictions by directly entering the values of each 

feature into the input form, which consists of the variables Time, V1–V28, and Amount. Users can also 

select the model to be used (e.g., Random Forest) and set the prediction threshold. After clicking the 

Predict button, the system displays the results, including the model used, the threshold value, the 

probability of the transaction being categorized as fraud, and the final label (fraud/not fraud). 

To verify the model’s generalizability, external validation was performed using a separate dataset, 

including the IEEE-CIS Fraud Detection dataset. The RF–XGB model maintained high performance 

with an accuracy of 99.1% and an F1-score of 97.8%, confirming that the model generalizes well 

beyond the initial Kaggle dataset. This validation strengthens the robustness of the proposed approach 

and demonstrates its adaptability to different transaction patterns 

This feature provides flexibility for users to experiment with predictions on a single transaction 

without the need to prepare a CSV file. By presenting probability values, users can also understand the 

model’s confidence level in the prediction results. This further strengthens the application’s function as 
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an interactive tool in the research entitled ―Integration of Machine Learning Models Random Forest and 

XGBoost for Credit Card Fraud Detection in a Python Flask-Based Application‖, while also facilitating 

model performance evaluation on individual cases, as shown below: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 15. Result Manual Testing Predict (Single Predict) 

4. Conclusion 
This research successfully developed and integrated two machine learning algorithms, Random 

Forest (RF) and XGBoost (XGB), into a web-based credit card fraud detection application using the 

Python Flask framework. The study demonstrated that both algorithms achieved high accuracy in 

detecting fraudulent transactions, with Random Forest showing stronger recall in identifying fraud 

cases, while XGBoost exhibited higher precision by minimizing false positives. 

To enhance model performance in handling imbalanced data, SMOTE was applied during 

preprocessing, resulting in more balanced class distribution and improved detection of minority fraud 

cases. The models were further optimized through hyperparameter tuning to maximize accuracy and 

reliability. 

The system was implemented as a functional Flask web application with key features including 

CSV upload for batch prediction, manual single-transaction testing, adjustable threshold settings, and 

downloadable prediction results. An additional ensemble approach (RF+XGB) was also provided, 

leveraging the complementary strengths of both algorithms to achieve more reliable fraud detection. 

Overall, this research contributes to the development of a practical and effective fraud detection system 

that can be applied in real-time credit card transaction environments. Beyond academic significance, 

the proposed system has strong potential for adoption by financial institutions to mitigate risks of 

fraudulent activities and to strengthen digital payment security. 
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