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 This study uses the BERT architectural technique to identify schema 

exfiltration in a neural network-based Text-to-SQL system. The growing 

usage of Large Language Models (LLM) in Text-to-SQL systems, which 

may provide a danger of database schema leaking through user prompts, 

provides the context for this study. This research challenge is how to use a 

deep learning model to reliably and adaptively identify prompt 

modifications that could carry out exfiltration techniques. The study 

employed a deep learning strategy with a feedforward neural network as the 

classifier and the BERT architecture as the primary encoder. There were 20 

classes in all, consisting of 19 exfiltration scheme categories and 1 benign 

class. The dataset was created using a variety of sources, including 

WikiSQL, DatabaseAnswers, and educational datasets. It was then 

subjected to tokenisation, labelling, and normalization processes. The 

model obtains an accuracy of 0.9462, precision of 0.8425, recall of 0.7483, 

F1-score of 0.7926, and precise match accuracy of 0.7596, according to the 

data. Additionally, the study demonstrated that the model outperformed 

implicit suggestions like role switching and prompt injection in identifying 

explicit prompts. The study concludes that while there are still issues with 

enhancing detection capabilities for intricate manipulating patterns, the 

BERT-based approach can provide good performance in identifying 

schema exfiltration in Text-to-SQL systems. 
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1. Introduction  
Text-to-SQL, often referred to as Structured Query Language (SQL), is an important component in the 

field of Natural Language Processing (NLP). This technology enables users to access, manage, and analyze 

data in relational databases using natural language without requiring an understanding of complex and 

technical SQL syntax [1]. This is particularly beneficial for non-technical users, as they can perform data 

retrieval, information analysis, and database manipulation more easily, quickly, and efficiently. Thus, Text-

to-SQL serves as an important bridge between natural human language and formal, structured computer 

systems. The development of this technology has accelerated alongside the increasing demand for large-scale 

data processing across various domains such as education, business, and the digital industry (Gifari & 

Prasetya, 2025) [2]. 

The advancement of Text-to-SQL is closely tied to progress in Large Language Models (LLMs), which 

serve as the core foundation of modern language-based artificial intelligence systems [3]. LLMs are deep 

learning models trained on massive amounts of data, enabling them to understand language patterns, sentence 

structures, context, and semantic meaning at a more complex level. These capabilities allow LLMs to 

https://creativecommons.org/licenses/by-sa/4.0/
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perform various tasks such as question answering, text summarization, document analysis, and even 

automatic code generation with high accuracy [4]. In the context of Text-to-SQL, LLMs play a crucial role in 

translating natural language instructions into SQL queries that conform to the underlying database structure 

(Ahadi et al., 2025). Therefore, LLMs have become a core technology in the development of modern, more 

adaptive, and intelligent Text-to-SQL systems [5]. 

 

Various studies have been conducted to improve the performance of LLM-based Text-to-SQL systems, 

particularly in addressing the main challenge of accurately mapping natural language to SQL queries. One 

common issue is schema linking, which refers to the process of connecting words or phrases in user queries 

to the appropriate tables or columns in a database. In addition, ambiguity in natural language also presents a 

major challenge, as a single sentence may have multiple meanings depending on the context. To address 

these issues, several studies have proposed combining LLMs with prompt optimization techniques and 

knowledge graphs to better understand the relationship between user queries and database structures 

(Mohammadjafari et al., 2025) [6]. These approaches have been shown to improve the accuracy of generated 

SQL queries. 

Furthermore, other studies have shown that LLMs have limitations in handling complex reasoning tasks 

when processing all information in a single step. This often causes the model to lose focus on important parts 

of the user instruction, especially in complex query structures. To address this issue, task decomposition 

approaches have been proposed, breaking the process into several simpler stages. These stages include 

identifying key information, classifying the task type, performing self-correction on initial outputs, and 

applying active learning to improve accuracy (Xie et al., 2024) [7]. This approach makes the query 

generation process more systematic, structured, and less prone to errors compared to single-step methods. 

In addition to decomposition approaches, multi-LLM collaboration systems have also been developed to 

improve Text-to-SQL performance. Systems such as SQLfuse combine multiple models within a unified 

architecture consisting of schema mining, schema linking, SQL generation, and an evaluation module that 

iteratively refines the generated queries (Zhang et al., 2024) [8]. Through this collaboration, each model 

complements the weaknesses of others, resulting in more accurate and optimal query generation. 

Furthermore, benchmark-based evaluations are used to measure model performance across different levels of 

database complexity and query variations. These evaluations are essential for understanding the strengths and 

weaknesses of each model in the Text-to-SQL context (Wang, 2023) [9]. 

Although these studies have significantly contributed to the development of Text-to-SQL systems, an 

important issue that remains underexplored is schema exfiltration. Schema exfiltration refers to a situation 

where a model unintentionally reveals database structures such as table names, column names, or 

relationships that are not requested by the user [10]. This issue arises because LLMs are highly sensitive to 

prompt variations, often generating overly detailed responses that exceed the required information scope. For 

instance, when a user asks only for general information about a database, the model may instead provide a 

complete schema description. This indicates that output control mechanisms are still insufficient in restricting 

generated information appropriately [11]. 

The schema exfiltration phenomenon is a critical concern because it poses serious security risks to 

database systems. Exposed database structures can be exploited by malicious actors to launch attacks or 

perform unauthorized access. In addition, this issue highlights that current LLM context control mechanisms 

are not yet fully capable of constraining outputs to match user intentions precisely [12]. Based on these 

challenges, this study focuses on identifying single-turn prompt variations that may trigger schema 

exfiltration using a multi-class classification approach. The proposed model employs BERT as an encoder to 

capture semantic context, along with a feedforward layer as a classifier to determine prompt categories. This 

study also introduces an Indonesian-language dataset to improve relevance in local contexts, with the aim of 

enhancing the security of Text-to-SQL systems more effectively. 

 

2. Research Method  
The literature review, data collection, model design, implementation, and model evaluation constitute 

the main methodological steps that form the overall research approach in this study. In the initial stage, a 

literature review was conducted to establish a strong theoretical foundation by examining various scientific 

publications related to Text-to-SQL, database security, and schema exfiltration detection [13]. This review 

aims to understand previous research developments, identify methods that have been used, and discover 

research gaps that have not yet been extensively explored. Through this literature review, the study is 

directed in a clear and structured manner in developing the proposed approach. 

Following the literature review stage, the process continues with data collection from various relevant 

sources, including WikiSQL, DatabaseAnswers, and several educational datasets that support experimental 

requirements. The collected data is then transformed into the SQLite format to better represent realistic 
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database conditions aligned with Text-to-SQL testing scenarios [14]. Subsequently, a normalization process 

is performed to ensure data consistency, followed by schema correction to adjust database structure, and 

labeling to distinguish between exfiltration and benign categories. After completing these steps, the dataset is 

organized into 19 schema exfiltration categories and 1 benign category. This categorization is performed to 

ensure that the model is capable of recognizing various attack patterns while also distinguishing them from 

safe prompts, thereby making the dataset more representative of real-world database system conditions [15]. 

 
Figure 4. Research Methodology 

 

The next stage is model design, which employs a deep learning approach using the BERT architecture as 

the primary encoder. The model is designed to understand the contextual meaning of natural language user 

prompts that may implicitly or explicitly contain attempts to expose database schema information. By 

utilizing BERT, the model is able to capture semantic relationships between words within a sentence, making 

it more sensitive to variations in linguistic patterns used in prompts. This approach is particularly important 

because schema exfiltration often appears in non-explicit forms, requiring deep contextual understanding to 

be properly identified. Therefore, BERT is selected due to its effectiveness in modeling global context within 

a sentence. 

The text input is processed through a BERT tokenizer to generate token IDs, attention masks, and 

embeddings, which serve as the numerical representation of the sentence. Token IDs function as identifiers 

for each word or sub-word unit, while attention masks distinguish meaningful tokens from padding tokens 

during computation. These representations are then fed into the BERT model to produce contextual 

embeddings with richer semantic information. The encoded output is represented by the [CLS] token vector, 

which is considered the overall representation of the sentence meaning, as it is designed to capture global 

information from the entire input sequence. This vector is then used as the main input for a Feedforward 

Neural Network, which performs feature transformation before passing the output to the final classification 

stage using a Softmax function to determine the prompt category in a probabilistic manner [16]. 

 

Figure 5. Architecture Diagram of BERT-Based Text Classification Model 

 

During the implementation stage, the model is developed using the Python programming language due 

to its high flexibility and extensive ecosystem of libraries for artificial intelligence development. The 
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TensorFlow and PyTorch frameworks are used simultaneously to support the experimental process, 

particularly in testing model architectures and optimizing performance. Both frameworks enable efficient 

implementation of transformer-based models such as BERT, both during training and inference stages. In 

addition, the use of GPU is essential in this phase due to the high computational complexity of transformer 

models, especially in the attention mechanism calculations that require substantial resources. By utilizing 

GPU acceleration, the training process can be performed more quickly and stably compared to CPU-only 

execution, thereby accelerating experimentation and overall model development [17]. 

The processed dataset is then divided into three main categories: training, validation, and testing data. This 

separation aims to minimize the risk of overfitting by ensuring that the model does not merely memorize the 

training data but is also capable of generalizing well to unseen data. The training procedure uses the 

categorical cross-entropy loss function, which is suitable for multi-class classification problems, along with 

Adam and AdamW optimizers that operate adaptively to update network weights based on backpropagation 

results. This combination allows the model to learn complex patterns of schema exfiltration variations in a 

more stable and effective manner. Through this approach, the model is able to identify patterns of 

manipulation and semantic relationships in a more robust way [18]. 

 
Figure 6. Architecture and training process of BERT model for Classification (20 classes) 

 

The evaluation phase of this study is designed to measure how effectively the model identifies and 

categorizes schema exfiltration instances within a Text-to-SQL system. To ensure that the model is truly 

capable of understanding potentially harmful prompt patterns, an objective assessment of model performance 

after training is conducted. In this context, the evaluation focuses on the model’s ability to distinguish 

between benign prompts and prompts that indicate potential database schema exposure. Therefore, the 

evaluation stage is crucial to ensure that the model performs well both conceptually and practically [19]. 

Accuracy, precision, recall, and F1-score are among the key metrics used in the evaluation procedure. 

Accuracy measures the overall proportion of correct predictions, while precision evaluates how well the 

model identifies positive classes without producing excessive false positives. Recall assesses the model’s 

ability to capture all actual exfiltration cases, including those that are difficult to detect. In contrast, the F1-

score provides a more balanced measure of performance by considering the trade-off between precision and 

recall. Additionally, a confusion matrix is used to further analyze the distribution of classification errors 

across each class and to identify error patterns produced by the model [19]. 

A comparison between rule-based systems and deep learning-based approaches is also conducted to 

strengthen the analysis of the results. This comparison aims to demonstrate how effectively the BERT-based 

model handles more complex and unstructured variations in natural language. Rule-based systems generally 

struggle to interpret flexible language variations and are therefore less capable of handling dynamic prompt 

manipulation. In contrast, BERT-based models perform better in detecting both implicit and explicit attack 

patterns due to their ability to capture deeper semantic context, making them more adaptable to linguistic 

variation [19]. 
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The evaluation findings show that the BERT-based model outperforms traditional methods in recognizing 

complex attack patterns. Although occasional errors still occur in highly ambiguous or subtle cases, the 

proposed model achieves a good balance between recall and precision. This demonstrates the significant 

advantage of deep learning approaches in understanding natural language variations, particularly in Text-to-

SQL security systems that require high sensitivity to prompt manipulation. Therefore, compared to traditional 

methods, the use of BERT significantly improves schema exfiltration detection accuracy [19]. 

Overall, the research findings indicate that a BERT-based approach supported by neural network 

architectures is a viable and effective method for detecting schema exfiltration in Text-to-SQL systems. 

Stable and reliable results are achieved when a strong model architecture, structured data processing, and 

comprehensive evaluation strategies are combined. Furthermore, this approach holds strong potential for 

developing more robust AI-based security systems that are resistant to natural language manipulation. 

Consequently, this study can serve as a foundation for future advancements in improving the security of 

modern database systems that increasingly rely on artificial intelligence technologies [20]. 

 

3. Result and Discussion  
A. Dataset Collection 

The dataset used in this study is specifically constructed to represent various prompt variations that may 

trigger schema exfiltration in Text-to-SQL systems. The collected data is not limited to general user 

instructions but also includes different forms of language manipulation that are commonly used to implicitly 

or explicitly explore or expose database structures. The dataset consists of two main categories, namely 

malicious prompts (schema exfiltration) and benign (safe) prompts, allowing the model to learn how to 

distinguish between normal requests and potentially harmful ones. A total of 1,000 static data samples were 

used in this study, all of which underwent a rigorous selection and validation process. The validation was 

conducted by three experts in the field of Information Technology to ensure data quality, labeling 

consistency, and relevance to the targeted attack scenarios of this research [21]. 

In accordance with the research scope, the dataset includes 19 schema exfiltration patterns designed to 

represent various prompt manipulation techniques commonly observed in LLM-based systems. These 

variations include direct request patterns, where users explicitly request database structure information; 

hypothetical framing, which presents queries in an imaginative or scenario-based context; intent-to-SQL 

translation, which encourages the model to explicitly convert natural language into SQL queries; and role 

flipping, which attempts to manipulate the system’s role to elicit more information than allowed. In addition, 

several other patterns are included to test the model’s sensitivity to different linguistic variations. With this 

diversity of patterns, the dataset is expected to more comprehensively represent real-world conditions that 

may occur in LLM-based Text-to-SQL applications. 

The dataset is focused on single-turn prompts in the Indonesian language, meaning that each data instance 

consists of only a single input text without any conversational context. The use of single-turn prompts is 

intended to simplify the analysis while focusing on the model’s direct response to a single user input. This is 

particularly important because, in real-world scenarios, attacks on LLM-based systems can occur through 

carefully crafted single prompts designed to exploit model weaknesses. By using the Indonesian language, 

the dataset also contributes significantly to research in a local context, as most existing Text-to-SQL datasets 

are still dominated by English. Therefore, this dataset is expected to serve as a strong foundation for 

developing schema exfiltration detection systems that are more relevant and adaptable to Indonesian users. 

 

B. Data Preprocessing 

Before the data is used in the model training process, a data preprocessing stage is conducted to ensure 

that the entire dataset has high quality, consistency, and is ready to be processed by a deep learning-based 

model. This stage is necessary because raw data collected from various sources typically contains noise, 

formatting inconsistencies, and variations in writing style that may negatively affect the model’s ability to 

learn language patterns. Therefore, preprocessing becomes a crucial initial step to improve the accuracy and 

stability of the model in performing schema exfiltration classification. In addition, this stage also helps 

simplify the data so that it can be more easily processed by the BERT architecture, which is highly sensitive 

to input structure. 

 

Several steps are carried out during the preprocessing stage, as follows: 

1. Text normalization, which includes cleaning unnecessary characters such as excessive symbols, 

irrelevant punctuation marks, and anomalous characters that may interfere with the model’s 

processing. In addition, spacing correction, case standardization, and uniform formatting are applied 

to ensure that the entire dataset follows a consistent structure. This process is important because 

small variations in writing style can influence how the model interprets sentence context. With 



 Vetrick Aringga Dicktiony Racero et al.. e-ISSN: 2622-1659 

Jurnal Teknologi dan Open Source, Vol. 9, No. 1, June 2026:  88 - 97 

93 

proper normalization, the data becomes cleaner and easier for the model to learn without 

interference from irrelevant noise. 

2. Tokenization using the BERT tokenizer, which is the process of splitting sentences into smaller 

units called tokens that can be understood by the model. The BERT tokenizer does not only split 

words but also considers sub-word units, allowing it to handle rare or unseen words that are not part 

of the model’s vocabulary. This process also generates numerical representations of each token, 

which are then used as input for the deep learning model. Additionally, special tokens such as [CLS] 

and [SEP] are added to help the model understand the overall sentence structure and the separation 

between segments. 

3. Conversion of text into model-compatible input format, including padding and truncation 

processes. Padding is used to standardize input lengths so that they match the defined batch size, 

while truncation is applied to cut off text that exceeds the model’s maximum input length. This is 

important because BERT has a fixed input size limit that must be respected to ensure efficient 

computation. Through this process, all data is transformed into uniform tensor representations ready 

for model training. 

Overall, this stage aims to reduce noise in the dataset and ensure that each input follows a consistent 

format so that it can be optimally processed by the model [22]. In addition, preprocessing plays an important 

role in improving training efficiency, as clean and well-structured data accelerates model convergence and 

reduces the risk of learning errors. Therefore, the final performance of the model is highly influenced by the 

success of this preprocessing stage. 

 

C. Text Representation (Embedding) 

 

Text representation in this study adopts a transformer encoder-based approach, specifically utilizing the 

BERT model, which is known for its ability to capture contextual language information more deeply 

compared to traditional representation methods. Each prompt used as system input is first processed through 

the BERT tokenizer to be converted into smaller token units that can be understood by the model. These 

tokens are then mapped into numerical form so they can be processed by the neural network architecture. 

This process not only converts text into numbers but also preserves word order information and relationships 

between words within a sentence. As a result, the model is able to understand sentence structure more 

comprehensively rather than relying solely on individual words [23]. 

The embeddings produced by the BERT process are contextual vector representations that capture word 

meaning based on their surrounding context within a sentence [24]. This enables the model to distinguish the 

meaning of the same word in different contexts and understand semantic relationships between words within 

a single prompt. This capability is particularly important in schema exfiltration research, as there are subtle 

differences between benign prompts and prompts that indicate potential database manipulation. The output of 

this embedding process is then used as the primary input for a feedforward neural network classification 

layer, which is responsible for determining whether a prompt belongs to a safe category or potentially leads 

to schema exfiltration. Therefore, embeddings serve as a key component in enabling the system to accurately 

understand and classify text [9]. 

 

D. Model Training Configuration 

       The model was trained using the BERT architecture combined with a feedforward neural network-based 

classification layer and a softmax activation function. The training process was conducted over 30 epochs, 

with the following results: 

 Epoch 01: train_loss = 0.3640 | val_loss = 0.2666  

 Epoch 10: train_loss = 0.0884 | val_loss = 0.1362  

 Epoch 15: train_loss = 0.0594 | val_loss = 0.1270 

 Epoch 25: train_loss = 0.0273 | val_loss = 0.1420 

 Epoch 30: train_loss = 0.0186 | val_loss = 0.1516 

        The model successfully learned patterns from the training data, as seen by the steady decrease in the 

training loss value. On the other hand, the validation loss value increased after reaching its lowest point at 

epoch 15. This is a sign of mild overfitting, where the model begins to lose its ability to generalize to new 

data. Therefore, epoch 15 can be considered the best model setting.[2] 
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E. Model Evaluation 

Model evaluation was conducted using accuracy, precision, recall, and F1-score metrics in accordance 

with the research objectives. The evaluation results show: 

 Accuracy: 0.9462 

 Precision: 0.8425  

 Recall: 0.7483 

 F1-score: 0.7926 

 Exact Match Accuracy: 0.7596 

A high accuracy score means that most of the data is accurately classified by the model. High precision 

indicates a high degree of accuracy in the positive predictions made by the model. Conversely, a lower recall 

score indicates that some cases of schema exfiltration are not detected (false negatives). This is a major 

concern from a system security perspective. Since the F1 score results show a fairly good balance between 

precision and recall, the model can be considered to have consistent performance. For further investigation, 

the distribution of prediction errors for each type of prompt variation was examined using a confusion matrix. 

[25] 

The Direct Request Confusion matrix shows True Negative (154), False Positive (10), False Negative (14), 

and True Positive (30) values. This indicates that the model is quite good at recognizing explicit prompts, but 

there are still a number of cases of schema exfiltration that are not detected (false negatives).. 

 
Figure 1. Confusion Matrix – direct request 

Hypothetical Framing In this scenario, True Negatives (192), False Positives (7), False Negatives (1), and 

True Positives (8) were obtained. The model showed very good performance with a minimal number of 

errors, so it was able to understand hypothesis-based manipulation patterns quite effectively.. 

 

Figure 2. Confusion Matrix – Hypothetical framing 
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Gambar 1 Confusion Matrix – Hypothetical framing 

Role Flip / Prompt Injection In this scenario, True Negatives (195), False Positives (1), False Negatives (6), 

and True Positives (6) were obtained. Although false positives were low, the relatively small number of true 

positives indicates that the model still has difficulty recognizing complex manipulative patterns. 

 
Figure 3. Confusion Matrix – Role flip / prompt injection 

Test Fixture / Export Confusion matrix shows True Negative (185), False Positive (1), False Negative (8), 

and True Positive (14). The model shows quite stable performance, but there are still some errors in detecting 

dangerous prompts.. 

 

Figure 4. Confusion Matrix – Test fixture / export for test 

Overall, the confusion matrix results show that the model is more effective in detecting explicit schema 

exfiltration compared to implicit or manipulative ones.. 

4. Conclusion  
This study discusses the identification of schema exfiltration in a neural network-based Text-to-SQL 

system using the BERT architecture as the primary encoder and a feedforward neural network as the 

classifier. Based on the results, it can be concluded that the deep learning-based model is capable of 

recognizing various prompt variations that could potentially lead to database schema leaks with a fairly high 

level of accuracy. This demonstrates the effectiveness of the BERT-based approach in understanding 

complex natural language contexts, including variations in prompt manipulation used to explore database 

structures. Furthermore, the use of a dataset validated by experts also significantly improved the quality of 

model training, resulting in more stable and consistent results in the classification process. 
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The evaluation results showed that the model achieved good performance with an accuracy of 0.9462, a 

precision of 0.8425, a recall of 0.7483, and an F1-score of 0.7926. Although the accuracy is considered high, 

the lower recall indicates that there are still some cases of schema exfiltration that the model has not 

successfully detected, particularly in implicit or complex patterns such as role flipping and prompt injection. 

This indicates that while the model performs well in detecting explicit patterns, its generalization ability to 

more subtle variations in language manipulation still needs improvement. Therefore, further development of 

both the dataset and model architecture is needed to make the system more sensitive to more complex forms 

of prompt attacks. 

Overall, this research demonstrates that the use of neural network-based BERT can be an effective 

solution for detecting schema exfiltration in Text-to-SQL systems. However, there is still room for 

improvement to improve overall detection performance. Future improvements can be made by enriching the 

dataset, optimizing model fine-tuning techniques, and integrating additional security mechanisms to restrict 

model output from disclosing sensitive information. Therefore, this research is expected to serve as a 

foundation for the development of Text-to-SQL systems that are more secure, reliable, and adaptive to 

prompt manipulation threats in the future, particularly in the context of the increasingly widespread use of 

Large Language Models. 
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