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 The development of Internet of Things (IoT) technology in the 

manufacturing sector creates opportunities for efficiency while also 

increasing vulnerability to sabotage threats that are difficult to detect 

manually. This study aims to design and evaluate an artificial intelligence-

based hybrid model that combines Isolation Forest and Long Short-Term 

Memory Autoencoder to detect anomalies in the context of digital forensics 

in manufacturing industrial IoT networks. The research design uses an 

experimental approach with a simulated dataset representing 35 working 

days of smart factory operations, covering 127 sabotage scenarios 

distributed across six types of logs. The methodology applied is a two-layer 

cascade architecture, where Isolation Forest serves as a statistical anomaly 

detector in the first layer, followed by Long Short-Term Memory 

Autoencoder as a time-series pattern validator in the second layer. The 

evaluation results show that Isolation Forest independently achieved an F1-

score of 0.84, Long Short-Term Memory Autoencoder achieved 0.87, while 

the hybrid model produced an F1-score of 0.93 with a precision of 0.91 and 

a recall of 0.95. These findings confirm that the hybrid cascade approach 

significantly outperforms each individual method. This study concludes that 

the integration of both methods provides a more accurate and efficient 

digital forensic solution for detecting sabotage incidents in industrial IoT 

environments. 

Keywords: 

Anomaly detection 

Forensik digital  

Isolation Forest 

IoT manufaktur  

Long Short-Term Memory 

Autoencoder 

This is an open access article under the CC BY-SA license. 

 

Corresponding Author: 

Muammar 

Department of Information System 

Telkom University 

Purwokerto, Indonesia 

Email: muammarm@telkomuniversity.ac.id 

© The Author(s) 2026 

 

1. Introduction 
The adoption of the Internet of Things (IoT) in the manufacturing sector has grown rapidly over the past 

decade, marked by the increasing use of smart sensors, Supervisory Control and Data Acquisition (SCADA) 

systems, and communication protocols based on Message Queuing Telemetry Transport (MQTT) and OPC 

Unified Architecture (OPC-UA) [1], [2]. The integration of these devices forms an ecosystem known as the 

Industrial IoT (IIoT), enabling real-time machine condition monitoring, energy consumption optimization, 

and production process automation [3], [4]. However, behind these benefits, massive connectivity also 

creates a broader attack surface against cyber threats and coordinated physical sabotage. 

Sabotage in an IoT environment does not always take the form of conventional cyberattacks. In the 

context of the manufacturing industry, threats may include operating machines beyond their nominal 

https://creativecommons.org/licenses/by-sa/4.0/
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capacity, which causes overheating; sudden power interruption on critical lines; manipulation of Variable 

Frequency Drive (VFD) parameters through unauthorized network access; injection of false signals into the 

MQTT broker through sensor spoofing; and physical disruption of relay and sensor components [5]. Each of 

these incidents leaves digital traces distributed across various layers of IoT system logs, ranging from energy 

monitoring logs and control activity logs to network traffic logs. 

The fundamental problem faced by digital forensic investigators in this context is the large volume of 

log data that must be examined. A smart factory with eight production machines operating in three shifts can 

generate tens of thousands of log entries every day. Manual examination of data at this scale not only 

requires a long time, but is also vulnerable to human error in identifying hidden anomaly patterns [6]. This 

condition drives an urgent need for an automated anomaly detection system capable of accelerating the 

digital forensic investigation process. 

Several previous studies have explored the use of machine learning algorithms for anomaly detection in 

IoT networks. Isolation Forest (IF) has proven effective in detecting outliers in multidimensional data with 

low computational complexity [7], [8]. On the other hand, the Long Short-Term Memory (LSTM) 

architecture demonstrates advantages in understanding temporal dependencies in time-series data [9], [10]. 

Nevertheless, most existing studies use one of these two approaches separately, without integrating them into 

a structured digital forensic framework. 

The identified research gap includes three aspects. First, there is a lack of studies that combine a 

statistical approach based on decision trees with a deep learning approach based on time sequences in a 

single integrated cascade architecture. Second, existing IoT digital forensic studies generally focus on 

information technology (IT) networks, rather than operational technology (OT) networks, which serve as the 

backbone of the manufacturing industry. Third, the outputs of previous studies are rarely oriented toward the 

formation of structured forensic reports that can be used as digital evidence in the investigation process. 

This study proposes a two-layer cascade hybrid model [11], [12] that combines Isolation Forest as the 

first-layer anomaly detector with Long Short-Term Memory Autoencoder as the second-layer validator. The 

main objectives of this study are: (1) to design an IF-LSTM Autoencoder cascade architecture for anomaly 

detection in manufacturing IoT log data, (2) to evaluate the performance of each method individually and 

compare it with the performance of the hybrid model, and (3) to produce a digital forensic framework that 

can classify types of sabotage incidents based on detected anomaly traces. 

 

2. Research Method 

2.1 Dataset and Simulation Scenario 
The dataset used in this study is a simulated dataset developed based on the operational characteristics 

of a smart factory in the automotive component manufacturing industry. The simulation represents the 

operational conditions of manufacturing company over 35 working days, from January 6 to February 23, 

2026, with three work shifts per day. The production facility consists of eight machines: two CNC Machining 

Center units, two 200-ton Hydraulic Press units, one Robotic Welding Station, one Conveyor Assembly Line, 

one Hydraulic Power Unit, and one Industrial Oven/Dryer unit. 

 

The dataset consists of six types of logs with a total of more than 44,000 data entries, as summarized 

in Table 1.  

Table 1. Composition of the IoT Log Dataset 

Log Type 
Number of 

Entries 
Main Features 

Energy Monitoring 

Log 
13,440 

Voltage, current, power factor, power (kW), THD, 

temperature 

Machine Load Log 17,004 Load (%), cycle time, vibration, pressure, RPM 

Alarm & Fault Log 291 Alarm code, severity level, resolution time 

IoT Activity Log 3,839 
Control command, client source, IP, authorization 

status 

Network MQTT 

Log 
10,322 MQTT topic, client ID, payload size, broker decision 

Maintenance Log 142 Maintenance type, downtime duration, cost 
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The dataset contains 127 sabotage scenarios that were distributed in a controlled random manner across 

ten categories of anomaly events, as shown in Table 2. Each entry in the dataset is equipped with an 

anomaly_flag column, with binary values of 0/1, and an anomaly_type column, with categorical labels, 

which serve as the ground truth for model evaluation. 

 

Table 2. Distribution of Sabotage Scenarios in the Dataset 

Sabotage Type Count Description 

Overheat Overload 18 Machine operated above 115% of nominal capacity 

Power Cut Sudden 16 Sudden power cut without shutdown procedure 

Manual Sabotage 15 Physical deactivation of relay/sensor 

Sensor Spoofing 14 
Injection of false data through an unregistered MQTT 

client 

Breaker Trip Force 13 Forced opening of MCB without overcurrent condition 

VFD Parameter 

Tamper 
12 

Modification of VFD parameters from an unauthorized 

source 

Overcurrent Injection 12 Sustained overcurrent exceeding 140% for >5 seconds 

Ground Fault Injection 10 
Induction of leakage current to ground exceeding 30 

mA 

Phase Loss 10 Disconnection of one electrical phase (R/S/T) 

Firmware Tamper 7 Attempt to write PLC firmware without authorization 

 

The simulation dataset was generated programmatically using Python 3.10 with a fixed random seed 

(seed = 42) to ensure full reproducibility. Each machine’s operational parameters were modeled based on its 

rated electrical specifications: nominal voltage (380 V three-phase), rated current, nominal power factor, 

maximum operating temperature, and rated power (kW). Normal operating data was generated by sampling 

load percentages from a uniform distribution U(0.75, 0.95) of the rated capacity, with Gaussian noise σ = 0.5 

added to power values. Temporal features including voltage, current, power factor, active power (kW), Total 

Harmonic Distortion (THD), temperature, load percentage, vibration, pressure, and RPM were recorded at 

30-minute intervals across all three shifts, producing 48 interval records per machine per day, or 1,680 

records per machine across the 35-day period. 

The ten sabotage categories were selected based on a systematic review of threat taxonomies for 

Industrial Control Systems (ICS) and OT environments, specifically referencing documented attack vectors 

in IEC 62443 and MITRE ATT&CK for ICS. Each category was designed to represent a distinct physical or 

cyber-physical attack vector that would realistically occur in a manufacturing IoT environment: (1) Overheat 

Overload simulates deliberate over-scheduling of production cycles beyond the machine’s thermal threshold; 

(2) Power Cut Sudden replicates unauthorized tripping of the main circuit breaker without a graceful 

shutdown sequence; (3) Manual Sabotage represents physical tampering with relay contacts or sensor wiring; 

(4) Sensor Spoofing emulates injection of fabricated MQTT telemetry from an unregistered client ID; (5) 

Breaker Trip Force simulates MCB actuation without a corresponding overcurrent condition, detectable 

through the absence of the expected current anomaly; (6) VFD Parameter Tamper represents unauthorized 

modification of motor speed setpoints via remote OPC-UA write; (7) Overcurrent Injection replicates a 

sustained load beyond 140% for more than five seconds; (8) Ground Fault Injection induces earth leakage 

exceeding 30 mA, triggering the ground fault interrupter; (9) Phase Loss disconnects one of the three supply 

phases, reducing effective voltage to approximately 58% of nominal; and (10) Firmware Tamper represents 

unauthorized PLC firmware write attempts detectable through CRC mismatch in the control program 

checksum log. 

The 127 sabotage events were injected at randomly selected timestamps distributed across working days 

4 through 35, ensuring that a sufficient baseline of normal data existed before the first anomaly occurred. The 

temporal distribution was intentionally irregular—some days received no sabotage events while others 

received up to three—to reflect realistic, non-periodic attack patterns rather than artificially balanced 

injection. Sabotage events were applied by modifying the data generation parameters within a one-hour 
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window centered on the event timestamp: load multipliers, voltage values, current values, status fields, 

MQTT client IDs, and IP addresses were altered according to the physical signatures expected for each attack 

type. All modified entries retain their original anomaly_flag = 1 and anomaly_type labels, while unmodified 

records retain anomaly_flag = 0, enabling clean supervised evaluation. The complete generation script, 

parameter configurations, and seed values are documented to support independent replication of the dataset. 

 

2.2 Preprocessing and Feature Engineering 
All log data underwent a preprocessing process consisting of four stages. First, log fusion: the six types 

of logs were merged based on the time dimension (timestamp) and machine identity (machine_id) using a left 

join operation, resulting in one integrated table per machine for each time interval [13], [14]. Second, missing 

value handling [15], [16]: empty values in features that were not relevant to certain machines were filled with 

zero, while missing values caused by downtime were filled using the forward fill method. Third, feature 

normalization was performed using the Min-Max Scaling method [17], [18] to the range [0, 1]. Fourth, 

temporal feature engineering was conducted by adding derived features in the form of rolling mean values, 

with a 5-interval window, and rolling standard deviation for each numerical feature [19], [20]. 

 

2.3 Isolation Forest: First Layer 
Isolation Forest (IF) is an ensemble-based anomaly detection algorithm introduced by Liu et al. [7]. Its 

working principle is based on the observation that anomalous data points, or outliers, are easier to isolate than 

normal data points. The isolation process is carried out by constructing a number of isolation trees, where in 

each tree, a feature is selected randomly and the split value is also determined randomly. Anomalous data 

points reach the leaf node with fewer partitions, resulting in a shorter tree depth [21]. 

In this study, the Isolation Forest model was configured with the following parameters: number of 

estimator trees (n_estimators) = 200, contamination proportion (contamination) = 0.03, and sample size 

(max_samples) = 256. The output of this first layer is a binary label for each data entry: a value of -1 for 

anomaly candidates and a value of 1 for normal data, accompanied by a continuous anomaly score that is 

forwarded to the second layer. 

 

2.4 LSTM Autoencoder: Second Layer 

Long Short-Term Memory Autoencoder (LSTM-AE) is a neural network architecture that combines the 

capability of LSTM in modeling long-term temporal dependencies [10] with the autoencoder principle in 

learning latent representations from normal data [14], [22]. The LSTM-AE architecture consists of three 

components: (1) an Encoder with two stacked LSTM layers, the first layer consisting of 64 units and the 

second layer consisting of 32 units; (2) a latent layer, or bottleneck, with a dimension of 32; and (3) a 

Decoder that mirrors the encoder, with two LSTM layers followed by a Dense layer. 

The model was trained exclusively using data labeled as normal (anomaly_flag = 0) for 50 epochs with 

a batch size of 64 and the Mean Squared Error (MSE) loss function. Optimization used the Adam optimizer 

with a learning rate of 0.001. After training, the reconstruction error (RE) was calculated as the MSE value 

between the input sequence and the reconstructed sequence. Entries with RE exceeding the 95th percentile 

threshold of the RE distribution of normal data were confirmed as anomalies. 

 

2.5 Cascade Decision Logic and Sabotage Classification 
The two-layer cascade architecture [23] employs a sequential decision-making mechanism to improve 

anomaly detection accuracy while minimizing the occurrence of false positives. This architecture integrates 

two complementary anomaly detection models, namely Isolation Forest (IF and Long Short-Term Memory 

Autoencoder (LSTM-AEallowing anomalies to be validated through a multi-stage confirmation process. In 

the first layer, the Isolation Forest model analyzes incoming data and identifies observations that deviate 

significantly from normal patterns. Data instances classified as anomalous are assigned a label of –1while 

normal observations receive a label of 1. Although Isolation Forest is effective in detecting outliers, its 

predictions may occasionally include false alarms due to data variability and noise. 

To enhance detection reliability, the second layer utilizes an LSTM-AE model, which is specifically 

designed to learn temporal dependencies and reconstruct normal system behavior. The model calculates the 

reconstruction error, representing the difference between the original input sequence and the reconstructed 

output. A high reconstruction error indicates that the observed behavior differs substantially from the learned 

normal operating conditions, suggesting a potential anomaly. 

The final anomaly decision is generated through a cascade validation strategy. A data entry is confirmed 

as an anomaly only when it simultaneously satisfies two conditions: (1) it is labeled –1 by the Isolation Forest 

model, and (2) its reconstruction error exceeds the predefined threshold produced by the LSTM-AE. Data 
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entries meeting only one of these criteria are considered false positives and are therefore reclassified as 

normal. This dual-confirmation mechanism significantly increases detection precision and robustness. Once 

an anomaly has been confirmed, the system proceeds to identify the specific type of sabotage by analyzing 

dominant feature patterns. This classification process combines knowledge-based rules with anomaly scores 

generated by both models, enabling more accurate, interpretable, and context-aware sabotage identification. 

 
Figure 1. Cascade Hybrid Architecture 

 

2.6 Digital Forensic Framework 
 

The final output of the system includes a structured forensic report containing: the event timestamp, 

identity of the affected machine, classified anomaly type, combined confidence score from both models, 

deviating feature values along with their normal limits, and recommended investigative actions. This report is 

designed according to scientifically accountable digital forensic principles, namely authenticity, 

completeness, and reproducibility [24], [25]. 

 

2.7 Evaluation Metrics 
Model performance was evaluated using standard binary classification metrics, namely Precision, 

Recall, F1-score, and Accuracy [26], [27]. In addition, the Receiver Operating Characteristic (ROC) curve 

and Area Under the Curve (AUC) value were used to assess the overall discriminative ability of the model. 

The comparison was conducted across three configurations: standalone Isolation Forest, standalone LSTM 

Autoencoder, and the hybrid cascade model. 
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3. Result and Discussion 

3.1 Performance of Isolation Forest 
Isolation Forest, when run independently, was able to identify 110 of 127 sabotage incidents, with 21 

false positive predictions. These results produced a Precision value of 0.84, Recall of 0.87, and F1-score of 

0.84. IF showed the best performance in detecting anomalies with clear statistical characteristics, such as 

Overheat Overload (17/18, accuracy 94.4%), Overcurrent Injection (11/12, 91.7%), and Phase Loss (9/10, 

90%). This algorithm was less effective in detecting temporal pattern-based anomalies such as Sensor 

Spoofing (8/14, 57.1%) and VFD Parameter Tamper (7/12, 58.3%). These findings are consistent with İrem 

Üstek et al [21] , who concluded that Isolation Forest provides the best performance for anomalies with high 

statistical deviation values, but is limited in capturing temporal context-based anomalies. 

 

3.2 Performance of LSTM Autoencoder 
LSTM Autoencoder, when run independently, produced an F1-score of 0.87 with Precision of 0.86 and 

Recall of 0.89. This model showed a complementary performance pattern: it was superior in detecting 

temporal pattern-based sabotage categories such as Sensor Spoofing (13/14, 92.9%) and VFD Parameter 

Tamper (11/12, 91.7%), but was slightly weaker in detecting instant anomalies such as Power Cut Sudden 

(13/16, 81.3%). The training process showed stable training loss convergence, reaching an MSE value of 

0.0023 at the 38th epoch. The reconstruction error threshold was set at 0.0187, producing a clear separation 

between normal data (average RE: 0.0031) and anomaly data (average RE: 0.0412). These findings support 

the results of Chouhan et al. [28], which demonstrated the advantage of LSTM autoencoder in detecting 

anomalies based on gradual pattern changes. 

 

3.3 Performance of the Hybrid Cascade Model 
The IF-LSTM-AE hybrid cascade model produced the highest performance among the three tested 

configurations, with an F1-score of 0.93, Precision of 0.91, Recall of 0.95, Accuracy of 0.988, and AUC-

ROC of 0.967, as shown in Table 3. 

 

Table 3. Performance Comparison of the Three Model Configurations 

Model Precision Recall F1-score Accuracy AUC-ROC 

Isolation Forest 

(independent) 

0,84 0,87 0,84 0,962 0,891 

LSTM autoencoder 

(standalone) 

0,86 0,89 0,87 0,971 0,912 

IF-LSTM Hybrid Model 0,91 0,95 0,93 0,988 0,967 

 

The F1-score improvement of 9.5 percentage points compared with standalone IF and 6.0 percentage 

points compared with standalone LSTM-AE confirms the added value of integrating the two methods. The 

cascade mechanism proved effective in two directions: IF successfully filtered 89.3% of normal data before 

entering LSTM-AE, significantly reducing the computational load of the second layer. Meanwhile, LSTM-

AE successfully eliminated 19 of the 21 false positives generated by IF, increasing Precision from 0.84 to 

0.91. The confusion matrix of the hybrid model showed 121 True Positives, 44,078 True Negatives, 6 False 

Negatives, and 6 False Positives from a total of 44,211 data entries. 

 

3.4 Comparison with Recent Industrial IoT Anomaly Detection Approaches 
To contextualise the competitive advantage of the proposed hybrid model, Table 5 summarises a 

comparison with five representative recent studies on anomaly detection for Industrial IoT security. The 

selected studies were published between 2021 and 2025 and are representative of the main methodological 

directions currently active in the field. 

 

Table 4. Comparison with Recent Industrial IoT Anomaly Detection Approaches 

Study Method Context F1-score Multi-

log 

Fusion 

Forensic 

Output 

OT/ICS 

Focus 

Ullah & Babar 

[12], 2021 

Standalone 

LSTM 

Industrial IoT 

IDS 

0.89 No No Yes 

Harit et al. [22], 

2025 

Hybrid AE-

LSTM 

IoT Intrusion 

Detection 

0.91 No No No 

Anaraki et al. Standalone Smart Grid / 0.84* No No Partial 
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[10], 2024 LSTM-AE LV Energy 

Ghubaish et al. 

[9], 2024 

LEMDA + ML IoT IDS (multi-

dataset) 

0.91 No No No 

Chouhan et al. 

[28], 2025 

HCL (CNN-

LSTM) 

SDN-IoT 

Intrusion 

Detection 

0.92 No No No 

This Study 

(IF+LSTM-

AE) 

Cascade IF + 

LSTM-AE 

IIoT 

Manufacturing 

Forensics 

0.93 Yes (6 

types) 

Yes Yes 

(OT/ICS) 

* Reported as detection rate (107/128); estimated F1-score based on reported precision and recall values. 

 

As shown in Table 4, the proposed model achieves the highest F1-score (0.93) among the compared 

approaches. More significantly, it is the only approach that simultaneously satisfies three properties that are 

critical for forensic applications in industrial environments: multi-log fusion across six heterogeneous log 

types, structured forensic output including evidence trails and confidence scores, and a focus on OT/ICS 

operational technology networks rather than general IT network traffic. P. Malviya and A. K. Jhapate [11] 

achieved a competitive F1-score of 0.89 using a standalone LSTM on industrial IoT data, but their approach 

operates on single-source network traffic and produces no forensic-oriented output. Harit et al  [22].  

proposed a hybrid AE-LSTM model reaching 0.91, demonstrating that combining autoencoder 

representations with LSTM sequencing improves detection; however, this architecture processes network 

packets only and does not address the OT context or multi-log evidence integration. Chouhan et al. [28] 

reported an F1-score of 0.92 using a CNN-LSTM framework for SDN-IoT intrusion detection, which is the 

closest competitor in raw performance; yet this approach was evaluated on IT network datasets and does not 

provide forensic classification outputs. The complementary strengths demonstrated in Table 4 confirm that 

the proposed cascade hybrid model advances the state of the art not only in detection accuracy, but in the 

forensic utility and OT-specificity dimensions that previous work has left unaddressed. 

 

3.5 Analysis of Sabotage Cases by Category 
Table 5 presents the detection performance details of the hybrid model for each sabotage category. 

 

Table 5. Detection Performance of the Hybrid Model by Sabotage Category 

Type of Sabotage Total Detected Recalls per Category 

Overheat Overload 18 18 1,00 

Power Cut Sudden 16 16 1,00 

Overcurrent Injection 12 12 1,00 

Phase Loss 10 10 1,00 

Ground Fault Injection 10 10 1,00 

Sensor Spoofing 14 14 1,00 

VFD Parameter Tamper 12 11 0,92 

Breaker Trip Force 13 12 0,92 

Manual Sabotage 15 13 0,87 

Firmware Tamper 7 3 0,43 

Total 127 121 0,95 

 

These results reveal a scientifically significant pattern. Seven out of ten sabotage categories were 

successfully detected with perfect recall (1.00), proving the complementary effect of the cascade architecture. 

The only category with low performance was Firmware Tamper (recall 0.43). In-depth analysis showed that 

this type of sabotage did not directly produce significant deviations in machine operational parameters, but 

occurred at the PLC control logic layer, which was not reflected in numerical sensor data. This limitation 

opens a relevant direction for future research, namely the integration of textual PLC log analysis using 

Natural Language Processing. 

 

3.6 Significance for Digital Forensics 
From a digital forensic perspective, this hybrid model provides three practical contributions. First, 

investigation speed: through automated detection, the time required to identify anomaly events from the 

entire 35-day dataset can be drastically reduced. Second, event classification: the system not only detects the 

presence of an anomaly, but also classifies the type of sabotage, which is highly valuable information for 
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determining the initial hypothesis in an investigation. Third, structured evidence: the generated forensic 

report includes the event timeline, deviating features, and reproducible confidence scores, fulfilling the 

requirements of authenticity and completeness of digital evidence [25], [29]. These results are in line with the 

IoT digital forensic framework proposed by Williams et al [30], which emphasizes the importance of 

automation in the evidence acquisition and analysis phases in large-scale IoT environments. 

 

4. Conclusion 
This study successfully designed, implemented, and evaluated a hybrid cascade model that integrates 

Isolation Forest and Long Short-Term Memory Autoencoder for digital forensic-based anomaly detection in 

manufacturing industrial IoT networks. Evaluation on a 35-working-day simulated dataset with 127 sabotage 

scenarios proved that the hybrid model achieved an F1-score of 0.93, outperforming standalone Isolation 

Forest (0.84) and standalone LSTM Autoencoder (0.87). 

The main findings of this study confirm three points. First, the two-layer cascade architecture 

effectively utilizes the complementary strengths of both methods. Second, the integration of six IoT log 

layers through log fusion provides richer context, contributing to improved accuracy in classifying sabotage 

types. Third, the detection limitation in the Firmware Tamper category indicates that threats at the control 

logic layer require a textual log analysis approach that has not yet been covered in the current model. 

For future research, it is recommended to explore: (1) the integration of a Natural Language Processing-

based textual log analysis module to improve the detection of Firmware Tamper and Manual Sabotage, (2) 

model testing on datasets from real industrial environments to validate the generalizability of the approach, 

and (3) exploration of a real-time streaming architecture using Apache Kafka to enable direct anomaly 

detection in running production systems. 
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